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ITI. XapakTepuceTura 06001mensLIX TPYAOBLIX GyHKUHIA

3.1. O6obmennas TpyAoBast PyHKIHS

Texumrdeckoe 0OCTYKUBAHUAES CPEJICTB 3AITHTHI :
Haumenoranne | HEGOPMAIHE B KOMIBIOTEPHBIX CHCTEMaX H Kon A YpoBeHs 5
pMaIl P | kpaTHGHKALAU
CETAX
[MpoucxoxacHHE
. 3aHMCTBOBAHO H3
obo6menHoH TpyAoBOH P OpurwHan X
OpPHTHHAIA
Pynxunn . _
Kon PeructpallioHHBINA HOMED
OpHUruHAana npogeccHOHANTEHOTO
cTaHjapTa
Bo3moxkHBIE TexHHK HO 0€30NaCHOCTH KOMIIBIOTEPHBIX CHCTEM U CeTel
HaHMCHOBaHHUA TexHuk 1o 3ampTe uHGopManyu I kareropun
AoIDKHOCTEH, Texnuk mo 3ammute undopmanun Il kateropun
npodeccuii Texnuk Mo 3ampre NHPOpMaIHH

TpebGopanusi x
00pa3oBaHuIO H
00y4EHHIO

Cpennee npodeccronanbHOE 00pasoBaHHE — NPOTPAMMEI ITOATOTOBKH
CIENHANNCTOR CPEAHETO 3BEHA

TpeGopaHus K OIBITY
MPAKTHYECKOH paboThI

JIi1a IOKHOCTEH ¢ KATEropHeH — ONBIT paboThL B JOKHOCTH ¢ Dosice HH3KOU
(mpeamecTBYIONEH) KaTeroprel He MeHee OIHOTO Tojia

Ocobrle yenoBus
nomnycka K pabote

Hpyrue

XapakTEpUCTHKH

PexomeHyeTCs JOIOAHUTENBHOE TPOhEecCHOHANTBHOE 00pa3soBaHHE —
MporpaMMEI TOBHIIEHHA KBa (KA B 001acTH HHPOPMAIHOHHOM
Oe3onacHoCTH

ﬂOHOJ’[HHTeJIBHBIe XapaKTECpUCTHKH

Haumenosanme 6a30Bo# rpyIisl, J0TKHOCTH
HanmeHnoBanne JOKYMEHTa Kon
(mpodeccun) Wi CHENHATEHOCTH
0K3 3513 CrenHATHCTE-TEXHHKH 110 KOMIIBIOTEPHBIM CETAM H
CHCTEMAM
EKC* - Texuuk no 3amure KHMOPMALKA
OKIIJITP* 27032 TexHUK HO 3aduTe HHpoOpMaI®®®t |
OKCO? 2.10.02.01 | Oprauusarnysi H TCXHONOTHA 3aIHTH HH(pOPMAIHH
2.10.02.02 | UadopManuoHHas H€30MaCHOCTE
TENeKOMMYHHKAHOHHEIX CUCTEM
2.10.02.03 | UndopmanuoHHas 0€30NaCHOCTH ABTOMATU3APOBAHHEBIX
CHCTEM

3.1.1. Tpyaosas pyHKUHA

HaumeHoeaHHe

TexHum4ecKkoe oOCIyKHBAHHE NIPOIPAMMHO- | YpoBeHs |
anmapaTHEIX CPeACTB 3amuTsl HHpopManuu B Koa | A/01.5  (noaypopews) 5
ONEpPaIMOHHEBIX CHCTEMaX | KBaa(HKAUIH




6

Ipowncxoxkaenve ' Opurwman X 3aMMCTBOBAHO H3
Tpyaoeoii GyHKIHA i *" | opyrunana i
Kox PeructpauuoHHEIR HOMED
OpRIUHAa npo¢ecCHOHANBHOTO
cTaHaapTa

' Tpyaoesie mefictsus  Beon s :aKcnnyaTaumo l'IpOFpaMMHO ANIIAPATHEIX CPEJICTB 3AIATH AEGOPMALH |

HaCTPOHKa nporpaMMHo-annapaTHbe CPEACTB 3aLIATH MH(POPMALIMK, B TOM
uiclie CPeACTB AHTHBHPYCHOH 3alMTH, B ONCPAIMOHHBIX CHCTEMAx TO
| 3aaHHBIM mMAabIoHaM

- YcTaHOBKa CPeACTB aHTHBHPYCHOH 3allIUTHL B COOTBETCTBUH C JCHCTBYIOLHAMH
_TpeGoBaHMAMH

ONEPAHOHHBIX CHCTEMAX
OdopmneHne SKCTUIYaTaMOHHOM OKYMEHTAIHH Ha IPOrPAMMHO-2ITIAPATHEIE
_ CpefcTBa 3alIHTH MH(OPMaUVH B ONIEPAHOHHLIX CHCTeMax
BoccranoBnenre paboTocnocoCHOCTH — HPOTPAMMHO-ANMIAPATHLIX  CPESACTR
' 3ammTH WEGOPMAUMA B ONEPaLMOHHEIX CHCTEMAax COITACHO TEXHHYCCKOH
AOKYMEHTAIHN _
[poBepka KOPPEKTHOCTH PabOThI nporpaMMHo-annapaerx CPEACTB 3aIUAThL
HHGOpMAIIMY TP HMX B3aUMOAEHCIBUH C TCXHUYECKAMH CpPEICTBAMH U
MPOrpaMMHBIM 00€CICHEHHEM
- Heob6xonumele HacTpanBaTh KOMTIOHEHTBI MOICHCTEM 3alIMThl HHGOPMALIMK ONEPALMORHBIX
YMCHH CHOTOM e e s ——
. YIpaBnaTh YUETHBIMU 3alTHCIMU MO/IB30BATEIICH, B TOM UHCIIE DCHGpHpOBaHHeM
CMEHO# H BOCCTaHOBIICHAEM MapojIed :
[IpUMEHATS NPOrPaMMHO-AlIAPATHBIE CPEACTBA 3AlATHL MHQOPMALUH B
ONIePaHOHHEIX CHCTEMAX '
TlpuMeHATs aHTUBHPYCHEIE CPCACTBA 3aIUTE AEQOPMALAA B ONEPAIMOHHBIX
. CHCTeMaX L e
PaGorare B ONEpalMOHHBIX CHCTEMax ¢ coﬁmoneHHeM JeHCTBYFOIIITX

TpeboBaHui 1O 3aIIKTe HH(})opMauHH

VeTaHaRIMBarb OOHOBIEHHMS  HpOIpaMMHOro  obecledeHHs,  BKMOYas
. IPOTPaMMHOE oOecneueHne CPEACTB 3AIHTEL uHpopMaIti

: Bemonsars PE3CPBHOC  KOIIHPOBAHHC H aaapunﬂoe BOCCTAHORBICHHC

KOHTpoiMpoBarh  NENOCTHOCTh  NOACHCTEM  3alMMTBl  MHpOpMaUuH

_ OTIEPAIOHHLIX CHCTEM

VeTpapars HEHCIPaBHOCTH MOJICACTEM 3AUIUTBl HHGOPMAIA ONEPAIHOHHEIX

cHCTEM M IIPOTPAMMHO-AIAPATHEIX CPEICTB 3alUTHl MHOOPMALMK COTIAcCHO

_____ TEXHHYECKOH JOKYMEHTAINH _
OhopMIsTh 3KCIUIYaTAHOHHYIO JOKYyMEHTAlKI0 MPOTPaMMHO-alNapaTHbIX

Cpe/ICTB 3aIlUTH HHOOPMALHH

TIONb30BATENLCKHE RHTEpEICH ONEPAIHONHEIX CHCTEM

Heobxonumele
SHAHHSA

VICTOUHHKH ~ YTPO3 MH(OPMALHOHHOR OE30HACHOCTH K MEpH  TTO X
IPEeNOTBPALICHHIO




CymHOCT> M CONEpXAHME [OHATHA HH(OPMAIMOHHOH  Oe30macHOCTH,
XapaKTEePHCTHKY €€ COCTaBIISIONINX

| TTopsamoK 3KCIUTyaTAlMH CPEACTB AHTHBAPYCHOW 3ailuThI B OIEpalOHHBIX
I CHCTEMAX

’ @opMsl H METOJbl MHCTPYKTHPOBAHHA TIONB30BATENEH MO NMOPsAKY paboTet B
_ ONEPAHOHHEIX CHCTEMAX

Obmpe TPUHIUIBL d)yHKllHOHHpOBaHHH [IPOrpaMMHO-aNIapaTHeIX CPEACTB
kpunrorpaddeckoil 3aIUTE HHOOPMALUK

Tops0k ohopMIeHAS IKCINYATAUHOHHOH JIOKYMEHTalMH

- HopMaTVBHbBIE HPABOBBIC aKTHl B 0G/IACTH 3aIIHTH HHPOPMAIHHA

- OCHOBHBIE DYKOBOSIIUME U METOAHYECKHE JIOKYMEHTHI YIOIHOMOUCHHBIX
(enepaIbHEIX OpraHoB HCHOJIH_HTGJ]I;HOﬁ BIIACTH IO 3allidTe AHGOPMALAE H

Hpyrue -
XapaKTEePUCTHKH

3.1.2. TpynoBas pyHKOuUSs

Texuuueckoe 00cyK¥MBaHHE IPOrPAMMHO- Vposenb
HamMeHoBaRHe = ANNAPaTHBIX CPEACTB 3AHTHI HHGOPMAITHH B Kox i A/02.5  (noaypoweHs) 5
KOMITBIOTEPHELIX CETIX | KBIMpHKAIHH
IMporcxoxkacHHE 3aHMCTBOBAHO H3 :
{ Opurunan X
Tpynosoif $yHKIIN OpHTHHANIA _ _ I
Kon PerucTpalMOHHEL HOMED
opuryHana npodieccHOHANLHOTO
cTaHaapTa

| Tpynossre JICHCTBHH ' Beoa B 3KcIUTyaTanuio rlporpaMMHo-annapamLDc CPeACTB 3allMTEl HHq)opmauHH
! | B KOMHBIOTEPHBIX CETAX _

| YeranoBka IpOrpaMMHO-ANNAPATHEIX ~ CPEfCTB  3alluThi MHbOpPMAUuK B
_KOMITBIOTEPHBIX CETAX . .

_ VecTaHOBKA CPEICTB MEXCETEBOTO  3KPAHHPOBAHMA B COOTBETCTBHH  C
. IeHCTRYIONMMH TPeGOBaHMAMM M0 3aIIUTE HHPOPMaLUH

Hactpoiika mDporpaMMHO-aillaparHbIX —CPEACTB  3AllAThL mHGopMALIE B
KOMIOBIOTEPHBIX CETAX MO 38 1aHHBIM ITa0noHaM

VeTpaHeHHE HEHCIIPABHOCTEH nporpaMMHo-annapaTme CpelICTB  3AIIATHL
HEQOPMAIIMHA B KOMIIBEOTEPHBIX CETAX COTIACHO TeXHHMUECKOH JOKYyMEHTALIH
MHCTpYKTHpOBaHHe NOJNB30BaTenedl HO mop:aaky OesomacHOH paboTEl B
KOMHBIOTEPHBIX CETAX

Odopmnenne SKCILTyaTalHOHHOM JIOKYMEHTAIHH Ha pOTPAMMHO-AMTIAPaTHEIE
| CpeCTBA 3aWMTHl MHGOPMAllE B KOMIIBIOTEPHBX CE€TAX
Heobxoarmele [IpUMeHSTh MPOrPAMMHO-ANMAPATHBIE CPEACTBA  3AIIHTEL HHq)opMaunH B
YMEHHAS KOMITBIOTEPHBIX CETAX

YCTaHABIABATE MEKCETERBIC SKPAHBI B KOMILIOTEPHBIX CETSIX

Kom]mrypnpona'rb MEXCETEBhIE 9Kpambl B COOTBETCTBHH ¢ 3aJlaHHBIMH

§K0HTpoanOBaT5 KOPPEKTHOCTE  HACTPOMKH  MEKCETCBRIX  JKpaHOB B
| COOTBETCTRUH C 3aaHHBIMA MPABKITAMU
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. PaboTare B KOMOBIOTEPHBIX CETAX C cobmrofeHreM NEHCTBYIOIMX TpeOOBaHHIL

. 110 3auTHTe HAGOPMALIHH
TpoBOAMTH MOHHTODHET, AHANH3 H CpaBHEHHC 3(PeKTHBHOCTH TIPOTPAMMHO-

VeTAHABIMBATL  OOHOBIEHHS  IPOTPAMMHOIO  oOecleueHws,  BKIIOYas

. GopMynHpPOBaTh NPCHIOKEHAS IO IPAMEHEHHIO TIPOTPaMMHO-MIIapaTHELX
_______ | epenctB 3amKTE HEGOPMALIME B KOMITLIOTEPHBIX CETAX

HeoGxomumele Tomonordss ® NPOTOKONGI CETEBOI0  BIAMMOJACHCTIBHA, NPHMEHACMBIC B

3HAHMS 3KCILTYATHPYEMBIX KOMIIBIOTCPHBIX CETAX

CocraB M OCHOBHBIE XapaKTEPUCTHKU OOOpYAOBAHMA, NPUMEHSCMOIC IPH

| IOCTPOCHMH KOMITBFOTCPHEIX CETCH __

THIIOBEIE METOJH M IIPOTOKOJE HneHTmbﬂKa.uHH ayreHTuUKaIMY |

ABTOPU3AL[HY B KOMITLIOTEPHBIX CETAX

' THOHYHBIE CETEBBIE ATaKH B CIIOCOOBI 3AIIMTH OT HUX

 CynHOCTH M CONEpXAHHe [OHATHS HMHQOPMalMOHHOA —6e30MacHOCTH,

- OCHOBHBIE METOEI oprann:saunn H IIPOBE/ICHUS. TEXHHYECKOTO OOCTYKHBAHHS
' KOMMYTalHOHHOIO obopyioBaHKs! KOMIBEIOTEPHBIX ceTen

IMopaaok odopMITeHHs IKCILTyaTaliOHHOHA JOKYMEHTALHH
' O6mne NpHHIUNILL PYHKIMOHHPOBAHHS CPEICTB Kpnm‘orpa(bnqecmﬂ 3AIATEL

Topsiox obeclieucHus Ge3omacHOCTH HMEMOpMALAM  IIpH SKCIUTyaTALHE
KOMIIBIOTEPHBIX CeT€d

@opMbl H METO[bl HHCTPYKTaxa ToNb30BaTENC [0 TOPAAKY PabOTH B
. KOMITBIOTCPHBIX CETAX _ -

OCHOBHBlE DPYKOBONSINME M METOJUYCCKHE JOKYMEHTH YIONHOMOUCHHMBIX
_(egepalbHBIX OPraHOB HCIONHWUTENBHOH BIACTH 10 3alUMTe HHGOPMALIH H
- obecreuenio 6e30NacHOCTH KPUTHIECKOH HEPOPMAHORHOK NH(PPACTPYKTYPEI

Opyrne | -

3.1.3. Tpyaosas pyHKUIUS

- Texnnuecxoe 00CTy>KHBAHHME CPEJICTB 3AITHTEL | Vposens
| HEGOPMALIMH NMPUKI3JHOI0 H CHCTEMHOTO  Kom . A/03.5 | (nomyposens) 5
| IPOrPaMMHOTO 00eCHEIECHHS | . KBATH(UKALHH

HanMenosanMe

MMporcxoxaeHe :
POHEX O , Opurunan X | 3aUMCTBOB2HO M3 OPUrHHATA _
Tpyaosoil fyHKUKH i S B

Koz Perrctpanmo HHLIH HOMED
OpUriHaIa nipodecCHOHANLHOTO
CTaHAAPTA

TpynoBrie nelicTeas _YCTaHOBKA IPOTPAMMHOTO obecredeHus i

. Hacrpoiika mporpamMMHOTO obeciieucuud ¢ CcoDIIONEHHEM TpeﬁOBaHHH no
. 3amuTe HEQOPMALVH _ ) C
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Hactpoiika CpeACTB AHTHBUPYCHOH 3alllATHL I KOPPEKTHOH paGoTHI °
IporpaMMHoro ofecnedeHns Mo 3aJaHHEIM IIabI0HaM
VHCTpyKTHpOBaHHE NONB30OBaTeNe O coOMONeHMA TpeOOoBaHMA MO 3alluTe

HactpoiiKa BCTPOEHHBIX CpEACTB  3aMTH  HH(OPMAIHK IIPOTPAMMIIOTO
- obecrieueHus No 3aAaHHBIM IIabI0HAM

TIposepka ¢yHKIMOHHPOBaHMS BCTPOCHHBIX CPEACTB 3aIIHTHI HH(bopMAIHH
NpOTrpaMMHOT0 00eCIeICHUA

HeoGxonumele VeTaHaRIMBaTh NporpaMMHOE o0ecmeueHHe B COOTBETCTBHM C TEXHUYECKOH
YMEHHS JIOKyMeHTaLHelH '
BrimonuaTs HElCTpOPIKy mapaMeTpoB paboThl nporpaMMHoro " obecreuenys,
BKIIIOUAS CHUCTEMBl YOPaBRJICHAA 0a3aMH IaHHEIX H CPEACTBA JJICKTPOHHOIO

Patorate ¢ l'IpOI‘paMMHbIM obecnieuenneM ¢ CODMIOJENHMEM AEHCTBYROIIEX
TpeDOBaHUH 10 3alMTe HHPOPMATIUH

VeTaHABMHBATE  OOHOBJICHME  TIpOrpaMMHOro  obecnedeHms, — BKIIOYas

- HeofxomuMbie - Ilopsnok HacTpoiKH nporpaMMHom obecneueHus, CHCTEM yIpapieHus bazamu
3HaHWL J@HHBIX H CPEICTB MEKTPOHHOTO J0KYMEHTO000poTa
. Obmpe UpHHEUUMB  (YHKIHOHMPOBAHMS  BPEAOHOCHOTO  IIPOrPaMMHOTO |
obecneueHus :

TIpyHIMNE! QYHKIMOHAPOBAHWS CPE/ICTB AHTUBHPYCHOM 3AIMATEL
CymHOCTs ¥ CcOAcpXaHHe NOHATHA HMHGOPMAIMOHHOK Oe30MacHOCTH,
XapaKTEPUCTHKM €¢ COCTaRMsIomUux
WcTouHukn yrpo3 HHPOpMaouOHHOH Oe30macHOCTH u MepElL MO0  HX
Ipe0TBPALICHUIO
OcoGeHHOCTH HCTOYHHKOB YIPo3 HH:onpmauHOHHOH 0€3011aCHOCTH, CBA3AHHBIX
| C OKCIUTyaTaluel IIporpaMmMHoro obecnedeHus
IIpu3Haxy HATMYKSA BPEAOHOCHOIO IPOTPAMMHOTO ofecmeuenus

. THOHYHbIE YI3BUMOCTH MPOTPaMMHOIO 00eCIeYeHHA U MCTO/IBI HX YCTpAHEHHS
- O6mue NUpHHUENE  QYHKIHOHHPOBAHWA CPEACTB  3allMTHl  HH(pOPMALUH
IIporpaMMHOro obeceder s, B TOM YHCIIE CPeICTE KPHIITOrpadHIeCKOH 3aIIyThL
HHpOpMALHY

Tlopsaok SKCIUTYaTal{id CPEACTB aHTHBHPYCHOM 3alHTEI

[lopsmok obecneueHus Oe3zomacHOCTH HHGOPMANMM NPH  SKCILTyaTaldun
HIporpaMMHOTO obecneueHus

“OCHOBHBIC PYKOBOIANIME M METOAHYCCKHIE ,[LOKYMGHTBI YIIOHOMOYEHHEIX
(henepanbHEIX OpraHoB HCHOJIHHTBJIBHDH BIACTH HO 3aldTe uH(pOpMaALEH H

OpraHu3alMOHHBIE MEPEI 110 3aUIMTe HH(pOpMan

5 I_[pyme -

3.2. O6o6mennan TpyAoBas PyHKIHA

AJMHHHCTPHEPOBAHUE CPEACTB 3AIIHTHI
HanMenosanue | HH(OPMAIIAH B KOMIBIOTEPHBIX CHCTEMAX U Kox B
ceTsix

YpoBeHb 6
KBANMUHKALUK




[Mpoucxoxaenne
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obobuenHoH TpyaoBoil - OpHriHanN X SamMCTBOBAHO 113
OpHTHHANA
dymkwma e e |
Kon PerncTpanioHHblil HOMEP
OpHTHHAIA npogecCHOHANEHOTO
cTaHaapra
Bo3MoxHbIe AmmunucTpaTop 6€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM H CETeH
HAMMEHOBAHHA AmMunaMcTpaTop no obecnedeHnio 6e30nacHOCTH HH(popMannm
JOJDKHOCTEH, MHxKeHep-nporpaMMHICT 0 TeXHHIecKoii 3amuTe uudopManuy [ kareropun
npodeccuii MHKeHep-IporpaMMHCT 10 TexHUYeckoii 3amuTe nadopmanuy 11 kareropuu

NmxeHep-IporpaMMHCT TI0 TeXHHYECKOH 3ammuTe HEGpopMalin
HHxeHep-nporpaMMUcT | kaTeropun

Huxenep-nporpaMMucT I KaTeropun

Hukenep-nporpaMMucT 111 xareropun
HHxenep-iporpaMMucT

TpeGosanuga k
00pa3oBaHuIO H

Briciee oOpa3oBaHue — OaxanaBpuar

00y4eHmIO

Tpebopanus K J1s1 AoMmKHOCTEH ¢ Kareropreii — ompIT paboTH B TOIDKHOCTH ¢ OoNee HU3KOH
OTIBITY (mpeamecTBYIONIEH) KaTeropuel He MeHee OHOrO roja

IPaKTHYECKOH

paboThl

Ocobrle yCIoBHS
ZOIycKa K paboTe

Hanuupe J0mycka K TOCYIapcTREHHOI Taiiie® (IIpH HeoOX0AUMOCTH)

Apyrue

XapaKTEpULCTHKH

PexoMenyeTcs AONONHATENbEOE npodeccHonanboe 00pa3oBaHue —
pOrpaMMEI IOBBILICHIS KRaauhHKaliH B 061acTd HHPOPMATHOHHOH
6e30macHOCTH

JlomonHUTeTbHBIE XapaKTEPHCTRKH

HaumeHopanue
JOKYMEHTa

HarmenoBanue 6a30B0d MpyNbL, JODKHOCTH

Ko
A (IpodreccHR) W CIIeLMATBHOCTH

0K3

2522 CucreMHBIE aTMUHUCTPATOPHI

EKC

- UmxeHep-porpaMMECT (IIPOTrPaMMHCT)

- HHxenep-nporpaMMHCT TIO TEXHIYECKOH 3auTe
HH(pOpMaLuu

- AIMHHECTPATOpP N0 ofecneucHuIo 6e30NacHOCTH
HHpOpMaLNH

OKIITP

22824 WHkeHep-mporpaMMHCT

26579 CrerHanucT 1o 3amuTe HEQOpMaItk

40067 AJIMHUHHCTPaTop BEIMUCIUTENLHON CETH

40070 AJMUHHCTPATOD HHPOPMAIHONHOH 0€30TaCHOCTH

BHIYHC/IHTEILHOH CeTH

OKCO

2.10.03.01 HndopmannoHHag 6e300acHOCTh

3.2.1. Tpyaosas $pyHKIHS

Haumedoeraune

A IMUHHUCTPHPOBAHNE MOACHCTEM 3K THI
HH(pOPMAIHH B OTIEPAIHONHBIX CHCTEMAX

! YpoBeHE
- (momypoBetb) 6
| KBANU(HKAIMH

Koa B/01.6
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IpoxcxoxaeHue 3aHMCTBOBAHO 13
. Opurunan X
Tpynosoit pyukuan T T OpHTVHAN
Kog PerucrpaiyOHHEE HOMED
OPHTHHANA npofeccHoHansHoTo
cTaHgapTa

ngy,H,OBBIe JIeHCTEHA OHPGJICHCHHG cocTaBsa npnme}mem.lx MMporpaMMHO- annapaTme CpeacTB

' Paapaﬁonca HOpSgKa IPUMEHEHHS IPOrpaMMHO-AMIapaTHbiX CPEJCTB 3aIlATE
WHGpOPMAIFH B ONIEPALIIOHHBIX CACTEMAX -
@®opMmHApoBaHHe IIAONOHOB YCTAaHOBKH NPOIrPaMMHO- aNIapaTHBIX CPENCTB
3aUIUTH MHOOPMAUMY B ONCPANMOHHBIX cuereMax
VeTaHOBKa MPOTrpaMMHO-aMaparHelX  CpeacTB 3a0MTEl  MHQOPMAIMH B
ONCPALMOHHBIX CHCTEMdX, BKIIOUAS CpeAcTBa KpUnTorpaduueckoi 3allMIbI

KOHTpONb  KOPPEKTHOCTH  (PYHKUMOHHPOBAHHA  MPOTPAMMHO-AIIHAPATHEIX
CpeJICTB 3aUTH HH(OPMALHE B ONEPAllMOHHEIX CHCTEMAX
ViipaBireHHe aHTUBHPYCHOM 3aLIHTOH OIepallHOHHBIX CHCTEM B COOTBETCTBHI C
HefCTBYIOIMMY TpEOOBAHHAMH
Heobxomamere (opMyaHpoBaTE HOJHTMKH e30IacHOCTH OIepallHOHHBIX cucTeM
. YMEHHA HacrpanBars noimTHKY 0e301aCHOCTH ONIEPAIMOHHBIX CHCTEM

OnenuBars yrpo3sl 0e30MacHOCTH uH(opMAIHH OIEPAIMOHHEIX CHCTEM
IpoTHBOAEHCTBOBATL YTPo3aM Ge30IIacHOCTH MH(OPMALHH ¢ HCIOIb30BAHHEM
BCTPOEHHBIX CPEACTB 3ALIHTHL MHGOPMALMH OLEPAHOHHBIX CHCTEM _
BrIOUparh peXHMbl PaloTEl HPOTPaMMHO-ANMAPATHBIX CPEACTR 3ALMTEL
- vH$OpMAIWHY B OIepallMOHHBIX CHCTEMAX )
- Hactpausare aHTHBHPYCHEIC CPEACTBA 3ALUMTHL MHGOPMANUE B OHepauHOHme
_cHCTeMax S
. VcraHaBnuBarhb  OOHOBIEHMA HpPOTpaMMHOro ofecnedeHWs W CPeACTB
AHTHBHPYCHOMH 3aIlATBI
- IIporoauTs MOHHMTODHHI  (PYHKIHOHHPOBAHHA  IPOTPAMMHO-AIIHAPATHBIX
CPe/ICTB 3aUIMThl UHPOPMALMH B ONEPAIHOHHBIX CHCTEMaX
[pon3poauTh aHamH3 >PPEKTHBHOCTY NPOTPAMMHO-ANIIAPATHEIX CPEACTR

HeobxomumMere ApPXUTEKTYpa H MPHHLHIEL IOCTPOECHUS ONEPAHOHHBIX CHCTEM
3HaHUA IIporpaMMHBIE HHTEPOEHCH OIEPAITMOHHBIX CHCTEM

[lpurmunel  GYHKUMOHHPOBAHHA  CPEACTB  3aIMTHI Hmbopman;ﬂu B
| OIIEPAIMOHHBIX CHCTEMAX, B TOM HHCJE HCHOB3YIOIMHX KpEHTOrpaduieckue
| AITOPHTMEL

CoCTaB THHOBHIX KOH(MIYpaumil IpOrpaMMHO-aIIAPATHLIX CPEJICTB 3AITATEE
uH(pOpMalHl

Tpebopanus no cocTaBy H XapaKTEPUCTHKAM TTOICHCTEM 3alllUTHI MHBOPMAITHH
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| HpOI‘paMMHO alnaparHbLie CpPeACTBA M  METOABI 3aUATEl  HH(OPMAIME B |
! | OmepauHOHHEIX CHCTEMAX

- [MpuaNMOE paboThl 4 MPaBHIA OKCIUTYATAIMH NPOrPaMMHO-aNTIAPaTHBIX CPEZICTE
3aNIUTH HHGOpPMaIHH

HopMarsBHLIE TPABOBEIE AKTHI B 0BIACTH 3AIIHTH! nAH(popMann

; PyKOBOJAIEE H METOAWYECKAE JOKYMENTH YNOTHOMOYCHHBIX (efepasbHbIX
‘ OpraHoB HCIIOIIHHTGJ‘ILHOﬁ BIACTY MO 3AIIHTE uHbOPMAIHK H ODECIICUCHHUID

OpI‘aIl}IBa_I.lHOHHI:Ie Mephbl IO 3aIUTe MHBOPMALHH

Jipyrue -

| XapaKICPUCTHKH

3.2.2. Tpynosas pyHKIHA

A,IlMHHHCTpHpOBa.HHe MpOTrPaMMHO- | | Vposens
Ha}meuoaa}me | anmapaTHBIX CPEICTB 3amMTH HHpopMamya B Kox | B/02.6  (monyposens) 6
| KOMIIBIOTEPHEIX CETAX | xBamMGuKaALE
Hponcxoumnenﬂe ' Opnrnnan X " 3auMCTBOBAHO 2
TpyAOBOH dYHKUMH | opMruHaia -
Koz PerncTpalMOHHSIHA HOMED
OpHTHHANA Ipo{pECCHOHATEHOTO
CTaHjapTa

. PazpaGoTka rlopﬁ,mca IIpAMEHEHUs pOrpaMMHO- AMIIAPATHEIX CPeICTB 3AIIATHI
- HEGOpPMAIKH B KOMIIBIOTEPHBIX CETIX
®opmupoBaHue Mabl0HOB KOH(UIYypauyu TIPOrPAMMHO- ANIApATHBIX CPEACTB
3AMATH HH(HOPMAITHH B KOMIBIOTEPHBIX CETAX _
Hacrpoﬁlca NPOrpaMMHEIX ¥ AINAPATHEIX CPEACTB MOCTPOCHUS KOMIIBIOTCPHBIX

VnpaBneHHe q)yHKunom«IponaHHeM HporpaMMHO- annapaTme CPEICTB 3AlIMTE
HHQODMALIN D KOMIMOTEDHEIX COTX
KoHTpolb  KOPPEKTHOCTH  (yHKIMOHMPOBAHUS IpOrpaMMHO-aIIAPATHEIX |
CpeJICTB 3alUTHl HH(GOPMALEH B KOMIBIOTEPHBIX CETAX

- VnpasrneHue CpeiCTBAMU MEKCETEBOTO IKPAHHPOBAHHS B KOMITBIOTEPHBIX CETAX

_ ' B COOTBETCTBHH ¢ NEHCTBYIONIAMH TpeOOBaHHAMHI

Heobxoaumbie QueHHBaTh Yrpo3sl 5e301acHOCTH HH(OPMAIIHH B KOMIIBIUI‘epHBIX CceTAX
| yMeHuIA HacTpauparh npapiia QIIBTPALMH IAKETOB B KOMIIBIOTCPHBIX CETAX
' OG0CHOBBIBATL BHIOOP HCNONB3YEMBIX [POrPaMMHO-ANIAPATHEIX  CPEACTB
3aIUTEL HHGOPMaHH B KOMOBIOTEPHBIX CETAX
Kon¢urypapoBars ¥ KOHTPONHPOBATh KOPPEKTHOCTH HACTPOHKH IIPOTPAMMHO-
annaparHbIX CPCACTS 3AMMTE! HHGOPMALMH B KOMOBIOTEPHLIX COTAX
Boibmpark pexuMbl  paboTH  IPOrPaMMHO-alMAPATHBIX CPEACTB  3aIlMTEHI
HH(POPMAIIHH B KOMIILIOTEPHBIX CETAX

TlpopoauTh MOHHTOPMHT  (JYHKIMOHHPOBaHMS — TIPOrPAMMHO-AMIapaTHBIX




- Heobxoaumbie TIpYHIHIE IOCTPOEHHS KOMIILIOTEPHBIX CETel
| 3HAHUA Crek ceTeBBIX MPOTOKOJIOB ONEPALMOHHBIX CHCTEM
CTek IPOTOKOIOB CETEBOTO o0opyaoBaHus
TMopaaoK peanu3anim METOZOB H CPEACTB MEKCETEBOIO SKPAHUPOBAHHS
[puniunbel  GYHKIMOHUPOBAHMA  CETEBRIX  NPOTOKONOB,  BKJIKOYAIOLIUX
KpHITTOrpaduiueckye anropuTMb]
Byl MONMTHK YHPABICHUA JOCTYIOM H HH(OPMALMOHHBIMH IOTOKAMH B
KOMITBIOTEPHEIX CETAX -
 Ucrounmkn yrpo3 mAQOpMAMORHOM 6€30acHOCTH B KOMIIBIOTEPHBIX CETAX M
' MEpHI 110 HX NIPEACTBPAIICHAIO
- CocraB THHOBBIX KOHGUrypamui MporpamMMHO- alNapaTHBIX CPE/ICTB 3AmIATHL
- MHGOPMAlINH H PSKHMOB UX (DYHKIIHOHHPOBAIHS B KOMIIBIOTEPHBIX CETAX
| MeToAR! W3MEPEHHH, KOHTPONS M TEXHHUYCCKMX pacdeToB XapaKTepHCTHK
IpOrpaMMHO-ALNAPATHBIX CPSACTB 3AIMUTHl HHOPMAHH
IMpuuuunel paGoTel ¥ IpaBHIA 3KCIUIyaTallid MPHMEHSCMBIX IPOTPAMMHO-
anmaparHuX CPEACTB 3aUTE HHGOPMAnUH
[IporpaMMHO-anmapaTHble CPEACTBA M METONBI 3AUIUTHI uHdoOpMALME B
'KOMITBIOTEPHEBIX CETAX
HopmaruBHbIE TIPABOBHIC aKThl B 00/IaCTH 3amuTel MHGOpMaumy
PykoBoasioue M METOAHYECKHE AOKYMEHTHI YIONHOMOYEHHBIX defepanpHLIX |
OprasoB HCIOJNHHUTEBHON BIAacTX 10O 3aluTe HHGOPMAUMH H OOeCneueHHo
6e30MacHOCTH KPHTHYECKOH HHOOPMaHORHOH HH(PacTPYKTYphI
QprauH3alHOHHBIE MEPHI 110 3aIIATE HHAOPMAIIHH
HApyrue -
. XapaKkTCpMcTMKH =~ =

3.2.3. Tpynosas pyHKuusd

AJMHHUCTPUPOBAHHE CPEJACTB 3aALIHTH ‘ YpoBeHb
HawmenoBanue | HH(pOPMaLUY NIPHKJIAAHOIO X CHCTEMHOTO Kon . B/03.6 | (momypobens) 6
| mporpamMmEero obecrneyeHus | KBanpUKALL
]'Iponcxou)l(neﬂue | Opurusan X ; . 3aUMCTBOBAHO 13
TpyaoBoil QyHKIMH o | OpPMTUHARA
"""""" Kox PerncTpatHoHHbI HOMED
OpHTHHANA npoPpeccHOHANBHOTO
cTaLjapra

pr,uonme neticteust | OlpeJencHHe MOPAOKA YCTAHOBKH IPOrPaMMHOTO oBeCIedeH s € IIENBIO |

cobmonenys TpeOOBaHHUH MO 3AUIUTE undopManmn

KonTpons 3a cobmoaeHuem TpeGopannii no 3amure yHpopMaimi an yCTEI.HOBl{e
NpOrpaMMHOI0  o0ecHeueHHs, BKIIOWAd  AHTHBHPYCHOE  IPOTPAMMHOE
obecricyeHue

 BhmonmeEMe paboT MO OOHAPYKEHHIO BPEIOHOCHOTO HPOrPaMMHOTO

OGGCHequHH ...........
JTMKBHAALHS OOHAPYKEHHOTO BPEAOHOCHOTO MPOTPAMMHOTO OGecHevcHud U

. MOCNeACTBUi €0 PYHKINOHHPOBAHUS

- GopMynuposanue TpeGoBaHUE K BCTpOCHHbIM cpe;lcnaaM 3aIIUTH HQOpMaLyK

| TIporpaMMHOTO obecreueH s




Heobxoavmeie AHanuINpPOBATE  YIPO3H  Be3onacHoCTH HHGOPMALHH  NIPOrpaMMHOI0
- yMEHHS ofecreteHu )
®opMmynapoBaTh  IpaBuiaa  0€30MacHOH  DKCIDIyaTallMd  IIPOrpaMMHOIO
obecnedenus __
OGocHoBbIBaTE  NpaBAna  O€30MacHOM  BKCIUIyaTalMH TIPOTPAMMHOIO |
- obecnieueHns

;AHaJTHBHPOBaTB (yHKUHOHMPOBAaHHE NPOTPaMMHOTO obecIeueHU: C LENbIo
| ompesieNienNs BO3MOXHOIO BPEIOHOCHOTO BO3IEHCTBAA

[Ipou3BOAUTE TPOBEPKY COOTBETCTBUSI pealbHbIX XaPAKTEPHCTHK IPOTPAMMHO-
aNNaparHeiX CPEACTB 3AIDATH HHGOPMALMU 3aSBIEHHBIM B HX TEXHHYCCKOM
e

§OcymeCTBJL11Tb MEpOMpPHATHA 110 NPOTHBOACHCTBHIO yIpo3aM 6e30MIACHOCTH

HeobxomuMeie Apxmex‘rypa IIO,[(CHCTCM 3ATATHE m{q.\opmanﬂn B OIIEPallHOHHBIX CHCTEMAX

| 3HaHHA HpHHHHHH DOCTPOCHHA CHCTEM YIIPABICHIA GaBaMH JaHHbBIX

" VA3BHMOCTH HCIONB3YeMOTO TPOTPaMMHOTO ofecriedeHns H METONBl HX
YCTpaHEHHS

‘Bumst M (GopMbl  GYHKUMOHMDOBAHHS  BPEJOHOCHOTO  NIPOrPaMMHOTO
- ofecnevucHHA

XapaxTepHbIe IPH3HAKA HATHUMS. BPEAOHOCHOTO POrpaMMHOTO ofecreueH s
CpexcTea U MeTomsl OGHApYXEHHS paBee HEU3BECTHOTO BPEAOHOCHOTO

OpraHoB HCIIOJIHWTEABHON BIacTH IO 3aIUTE HHGOPMAUMH U 0OCCICHCHHIO
Ge30MacHOCTH KpHTHYECKOH HHEPOPMAUHOHHOH MH(PACTPYKTYPEI
Oprauu3anHOHHBIE MEPHI 110 3aUIATE HHQOPMAIH

,I[pyme" -
| XapaKTEpHCTHKY

3.3. O6o0mennas Tpyaosasi PyHKINA

OnenuBaHue YPOBHA 0€30I1aCHOCTH VpoBeHb
1 MY Kon{ C P 7

HamMenoratue -
KOMITBIOTCPHBIX CACTCM U CETCH KBafH(pHKAIHH
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TIpoucxoXkaeHue

. : 3aMCTRORAHO H3 |
o600uIeHHO#N TPpYIOBOH Oparusan X | : !

| opHruHana : |
tyHKITHE . : R
Kon PervcrpalHOHHEL HOMED
OpUTHHANA TipedeccHOHANBHOTO
cTaHaapra

BozmoxsEIE CrenMamicT no 3alHTe HHPOPMAIUH B KOMIBIOTEPHBIX CHCTEMAX U CETAX
HarMeHOBaHUS DKCHepT Mo aHANA3Y 3AlIMIEHHOCTH KOMIBIOTEPHBIX CHCTEM H ceTel
IDOMKHOCTEH, Beaynmii (cTapiumii) CHELHANACT IO 3aLiTe HHOpMALUK
npodeccuii PyKoBojuTeNE IPYIIIH (CISIMATH3UPOBAHAON B MPOUMX OTPACIIIX)

PyxoBoAUTeNb rpynnsl ((yHKUAOHATEHOM B IPOYHX 00NIACTAX AEATENBHOCTH)

TpeGoranus K
obpa3oBaHIIO H
oOyUYeHHIO

Bricniee 06pa3oBaHuE — CIEHATHTET UK MaTHCTpaTypa

Tpebopanus K
OIBITY
TPaKTHIECKOR
paboTh

Ocobbie ycnoBuA
Jgomycka K pabore

Hanuuue AONyCKa K rOCYIapcTREHHOM TaitHe (IIpH He0OX0IMMOCTH)

Hpyrne
XapaKTCpUCTHKH

PexoMeHAyeTCA JONOMHATENEHOE NPodecCHOHANBHOE 00PA3OBaHNe —
IIPOrpaMMBI IOBBIICHAS KBATH(HKAINE B 001acTd HHbOPMaMOoHHOHN
6e30NacHOCTH

JlonmoIHATENBHEIE XapaKTePHCTHKH

HanmeHoBanue Kon HaumeHoBaHue 6a30B0it TPyIINEL, ZOBKHOCTH (IIpodecch)
JOKYMEHTA HJIA CHEIUATEHOCTH
OK3 2523 CrenHaniCTh 10 KOMHBIOTEPHEIM CETAM
EKC - UnsxeHep-nporpaMMECT [0 TEXHHYECKON 3aIMUTe
undopMaliuu
- AIMUMHEECTpaTOp o obecneyeHHI0 Oe30IaCHOCTH
HH(OpMaNVH
- CrienHaN|CT 110 TEXHHYECKOH 3alIaTe MHOOPMAIUH
OKITATP 26579 CrenpayncT o 3amuTe nHpopMannu
46155 PyKoBOAHTENE PYIIILI OIPA3ICACHHS 0 KOMINTEKCHOH
3aImmuTe KHDOPMalHH
OKCO 2.10.04.01 | Undopmannonsas 6e300acHOCTD

2.10.05.01 | KommsiorepHad O€300aCHOCTD

2.10.05.02 | WudopmariioHHas 0e30NaCHOCTE TCICKOMMYHUKALMOHHBIX
CHCTEM

2.10.05.03 | HudopmMaloHROK O€30IIaCHOCTH aBTOMATH3HPOBAHHEIX
CHCTEM

2.10.05.04 | VingopMalHOHHO-2HAIUTHYECKHE CUCTEMBI 0€30MacHOCTH
2.10.05.05 | BesomacHoCTE HHPOPMALMOHHBIX TEXHOIOTHA B
NPABOOXPaHUTENBHOH chepe

2.10.05.06 | Kpunrorpagus

2.10.05.07 | IlpormBoaelicTBNE TEXHUYECKHM Pa3BeIKaM
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3.3.1. TpyaoBas pyHKnas

| TIpoBe/IeHHE KOHTPOJILHBIX TPOBEPOK

- paboToCIOCOGHOCTH H s dexTHBHOCTH VposeHb
Hanmesoranue | IPUMEHSIEMBIX PO PAMMHO-ANIIAPATHBIX Koa | C/01.7 | (noayposens) 7
| CPEICTB 3AIIHTHI MH(OPMALMU B KOMITBIOTEPHBIX KBanKaIHA

l CHCTCMAX H CCTAX

TpowexoxeHne Opnrwman X 3aUMCTBOBAHO U3
TpyA0BOH HYHKIMH ODUTHHANA
Kog Pernctpaunosubii uomep'
OPHTWHAIA npodiecCHCHAINLHOTO
CTaHAApTA

| “TpynoBsie ,[[GPICTBH}I OneHKa paboTOCTIOCOOHOCTH PHMERSEMEIX IPOTPaMMHO-ATNapaTHBIX CpeacTB
3aETH] HEPOPMALUE C HCIIOL30BAHUEM LUTATHRIX CPEACTB U METOMK
Ouenka >PPEKTUBHOCTH NPUMEHAEMBIX IPOrPaMMHO-ANNAPATHBIX CPEICTB
3AIUTE KHQOPMALMH C HCTIOIB30BAHAEM INTATHRIX CPECTE ¥ METONUK
Onpenienienre YPOBHS 3alIMUICHHOCTH M JAOBEPHSA TIPOrPAMMHO- aIlIapaTHEX
: CpeAcTs 3amwTel MEopMA MY
HeobxomyMble OnpenenATs  NapaMeTpPHI quHKI_IHOHHpOBaHHSI [IpOrpaMMHO- ANNapATHEIX |
YMEHHS CPEJICTB 3alUTE HHOPMAIUK

PazpaGaThiBaTh METOJMKA OLEHKY 3aIHIICHHOCTH [POrPaMMHO-aMIIAPATHHIX

HpHMGHHTI: paspaﬁoTaHHme METOJMKH OLEHKH 3AINUIEHHOCTH IIPOrPaMMHO-
annapaTHBIX CPEZICTB 3AMUTH HHpOpMAIE _
AHAIM3MpOBaTh  [POTPaMMHO-aNIIapaTHRIC CPEACTBa JAMMTBL ¢ LEIBEO
______________ OpeaesneHNs YPOBHs 00€cTIeIMBACMEIX HMH 3allIMIICHHOCTH 1 I0BEPHA :
Heobxonumule . IprHIMIE! TOCTPOSHNS KOMITBIOTEPHBIX CHCTEM H cereit
3HAHHA - MeToabl H METOIUKH OLEHKH 0e30MacHOoCTH NporpaMMHO-aNMapaTHRIX CPEICTB
. 3aiquTH MHQOpMAaLKHY
TpEHUMOB.  TOCTPOEHHS — OPOTPAMMHO-AMNAPaTHBIX  CPEACTB  3AIMHTEL
| HEGopuawm
HpHHI.IHl‘IBI IIOCTPOCHAS MOJCHCTEM 3AIIKTHI HH:bopMauHH B KOMITBIOTEPHBIX
| cHCcTeMax

MeTtonsr oneHKH 3¢¢eKTUBHOCTH MOTUTHKA E30NACHOCTH, PealH30BaHHON B

peanmaunﬁ AJITOPHTMOB 32U TEl HHGOpMAIHH _

Mertonel ananusa NPOTpaMMHOIO KOAA C HENbIO MOHMCKA NOTCHIHANBHEX

| yA3BUMOCTEH H HEJOKYMEHTHPOBAHHBIX BOMOXHOCTSH

- Crioco0bl aHank3a NPAMEHIEMBIX METOJIOB H CPE/ICTB 3alIUThI HH(hopmauHH Ha
. peAMeT COOTBETCTBUA NIOMATHKE O€30MacHOCTH

HaupoHasbHEIE, MEKTOCYIapCTBEHHEIE H MEX/IYHAPOHBIE CTaHAapTH B 00nacTu

| _ ~ Opranu3allioHHbIC MEPBI IO 3am;1~11*e HH(bopMauHH
Hpyrue -
XapaKTCpHCTH]{H
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3.3.2. TpynoBasa pynKkuus

Pazpabotka TpeboBanuii no 3amure,
Hammenosanve | (OpMHPOBAHNE IOJUTHK O€30MACHOCTH
| KOMIBIOTEPHBIX CHCTEM H CETEH ' KBATH(UKALNY

Vposeds
Kom : C/02.7 %(nonypoaena) 7

[TporcxoxaeHne
TpyAcBOH HYHKIH

3auMCTBOBAHO M3
OpurmHan X |
| OpdruHana

Kon PeriCTparoHHbIH HOMED
OpHTHHANA HpohecCHOHANEHOTO
cTaHaapTa

- Tpyznossie
JelicTRUA

(DOPMHPOB&HIIG [IONKTHK 0e30IIaCHOCTH KOMNOLHOTCPHEIX CHCTCM

KoHCcyIBTHpOBaHHE 1O 0 BOIPOCAM 6e30nacnocm KOMITBIOTEPHBIX CHCTeM

Onpezienienne yrpo3 6e30IacocTH HE(OPMAITH, PEATH3AIHNA KOTOPBIX MOYKeT

NPUBECTH K HAPYIICHUIO 0€30T1aCHOCTH HH(OPMALIMH B KOMIBIOTEPHOK CHCTEME
U CETH

HeobxomuMere
YMEHHAS

@QopMyIHPOBaTh 331aHE 110 $e30MaCHOCTH KOMITBIOTEPIIBIX CHCTEM

BEIIONHSITH AHATM3 GE30MACHOCTH KOMIIbIOTEPHBIX CHCTEM U pa3paGaTbiBarh

(I)OpMHIJOBaTB IMOTUTHKH GCBOHEICHOCTH KOMIOBIOTCPHELX CHCTCM H ceTeit

- Heobxoaumeie
3HAHHA

[TpUHIMNIE! TOCTPOEHUA KOMIIBIOTEPHBIX CHCTEM U CEeTeH

Mozenn 0e20macHOCTH KOMITBIOTEPHEIX CHCTEM

Bu1b1 OIKHTHK (e30MACHOCTH KOMIBIOTEPHBIX CHCTEM H ceTeit

. 00JIacTH 3alMTEl HHQOPMALAK

Ha]_IHOHEU'IthIC Me)KFDchIapCTBeHHBIe H Memnyﬂapom{me CTaHddpTel B

"BO3MOKHOCTH HCIIONb3YEMBIX H IUTAHMPYEMEIX K HCIIONB30BAHHIO CPEACTR
3AMMUTE! MHQOPMALHH

PyKoBOZAIME H METOANUECKHE JOKYMEHTH! YHOJIHOMO‘ICHHBIX cbe,uepanbﬂmx :
OpraHoB chonHHTeIrbHon BI4CTH IO 3AIIHTC unbopManun H oOecIedeHHUIo
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3.3.3. Tpynosas dyHKIHS

[poseaenne anamu3a 6e301aCHOCTH ‘ . Yposers
HauMeHOBARNE | 1 oMITEIOTEPHBIX CHCTEM Koa C/03.7 (noZYpoBEHB) 7
; ! ! KBATHUKAUHN
. . e B
Hpouqumneﬁne Opnmua.n X " 3aumcTBoBaHO
TpyAOROH QyHKIHK OpUTHHATA
Kox PeructpallHOHHEBINH HOMED
OpHTHHANA npodeccHOHANTEHOTO
cTaHnapTa

- Tpynoseie aeiicteus  Onpeenenne YPOBHH JAnUIEEHHOCTH H JOBEPHS B KOMHBIOTCPHBIX CHCTEMax
OlIEHKa pPHCKOB, CBA3AHHBIX C OCYINECTBICHUEM YIPO3 6e30MacHoCTH B
! OTHOLICHHH KOMISIOTEPHBIX CHCTEM
! - OueHKa COOTBETCTBHS MCXaHM3MOB 6e30MacHOCTH KOMIOBIOTEPHOH CHCTEMBI
' T'pGGOBaHHHM CYIIECTRYIOUIMX HOPMATHBHBIX JOKYMEHTOB, 2 TaKkke HX
_ aJeKBATHOCTH CYNIECTBYIOLIIM PUCKaM
: TTostroTOBKa AHAUTHYSCKOTO OT4ETa MO pesyanaTaM TIPOREJEHHOTO aHaI3a |
YPOBHSI 3AIUVILICHHOCTH H JI0BEPHS B KOMITLIOTEPHBIX CHCTEMAax
@opMyIMpPOBAHAE MPEUIOKEHAH 10 YCTPAHCHHIO BBIABICHHBIX yﬂaanmomen
o 'KOMIIBIOTEPHEIX CETEH
HeobxomuMere AHanu3HPOBAThH KOMI[B}OTepHy}O CHCTEMY € LEIBIO onpenene}mﬂ YPOBHA
YMCHHA | 3alMINCHHOCTH 1 0BEPUSA . .
IIporaosupoBaTeE BO3MOXKHBIE TIYTH pasBuUTHL JEHCTBHH  HapyIIMTend
undopMannonioi 6e300aCHOCTH
ITpoH3BOIHTE AHATHM3 MOJUTUKY GE30MACHOCTH Ha IIPEMET AIeKBATHOCTH

HpOBO,I[HTI: MOHHTOPMHT, aHATIH3 H cpaBHeHHE >QPEKTHBHOCTH MPOrpaMMHO-

COCTaBJ]ﬂTI: H 0hOpMIATE AHANMTHUCCKH} OTUET IO peaynLTaTaM HIPOBEJICHHOTO

AHAIIMA e
PazpabaTsiBaTh NpeIOXKEHHS 110 YCTPAHEHHIO BhisBICHHBIX YA3BHMOCTE
Heobxonumble [IpHHIUIE] HOCTPOEHHs KOMIBIOTCPHBIX CHCTCM H CETeH
3HAHHS  VA3BAMOCTH KOMIIBIOTEPHBIX CHCTEM H CeTeH

CpencTea aHanusa KoHbHrypanmit

HaumoHaIbHBE, MEKFOCYJAPCTBEHHBIE M MEXKIYHAPOIHbIC CTAHJAPTH B
_obmacty 3amyTEl UHGOPMALHH

- HopmaruBHEIE IPABOBEIC AKTH B ofnacTH anuThl vEpopMaUEH
- PyKoBOASLIME ¥ METOJWYECKHE JOKYMEHTHI YIIOJIHOMOYEHHBIX c])enepa.nbﬂmx
OpraHOB HCTIONHHTENBHOH BIACTH [0 3alIUTe HHGOPMAIWH H 0BeCTIeYCHHIO |
6e30[MacHOCTH KPUTHYECKOH ME(opMatoHHOH HHQpacTPyKTyphL

_ OpraHn3alHOHHBIE MEPHI 1O 3aIlIATE HH(OpMAITHK
 Hpyrne -

3.3.4. TpyaoBasa pyHkmEs

IIpoeenenne CepTHliJVHKaIIHH POTPAMMHO- | | Vposenb

HauMeHOBAHHE | araparTHEIX CPEACTE 3AIUATE! KHOpMAuK !K"ﬂ C/04.7  (mopyposen) 7
_____ prore—




MpoucxoxacHue TpyJ0BOH

dyHKLIHA
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3aUMCTBOBAHO H3

! OpHrHHaJI X P |
""" Koxn Pem(:'rpaunomiblﬁ HOMEp
OpPHTUHANA mpodiecc MOHATEHOTO
cTaHAapTa

‘ pr,IIOBBIC NeACTBHS |

KOMHI:I'OTepHLIX CUCTEM H ceTeil

HpOBe,ueHHe TEOPETHYECKUX  HCCICAOBAHHM  YpOBHEH  3aIMINCHHOCTH

TIpoBeficHHe 3KCIEPHMEHTEAILHEIX HCCIEAOBAHAN YpOBHEH 3AIUIEHHOCTH |

- KOMIOIBIOTCPHBIX CHCTCM H ceTel

Tlpoeesierre  cepTHOUKAMOHHBIX — HCIBITAHHH  MPOrPaMMHO-AITHAPATHEIX

. CpesCTB 3aIMTE HHGOPMAIMY ¢ HCIONB30BAHNEM HHCTPYMEHTANBHEIX CPEICTB

HO,T_I,FOTOBKEI AHATTHTHYMECKOTO  OT4YCTa IO pe3ylIbTaraM MPOBEACHHBIX

| cepTU(HKAHOHHBIX MCIHITAHMA POrpaMMHO-AIIAPATHEIX CPECTE 3AUTHTHI
. H$poOpMaIuR

- DopMyNHpPOBaHHE BHIBOIOB 00 OLIEHKe 3aUlMIICHHOCTH KOMHBIOTEPHBIX CHCTEM |

41 CGTCH

Heoﬁxonnmme
yMEHHA

'AHaJIHBHpOBaTI: KOM]'II:IOTCPHYIO CHCTCMY C LEABK) OIPCHSICHHI YPOBHA

3ANMOIEHHOCTH H JOBCPHA

CoctaBmaTs U O(bopMJlﬂTb AHATATHYECKHA OTYET 10 TPOBEIEHITHIM
| cepTH(HKAUHOHHEIM HCIBITAHAAM HPOIPAMMHEO-AIIIAPaTHBIX CPEICTB 3AIIMTHI |

AH(popMAITHK

,HGJ'I&TI) BBIBEOJBI 00 OLCHKE 3aIJIHI].IeHHOCTH KOMHBIOTEPHBIX CHCTEM H ceTeil Ha
OCHOBAHHH AHJMTHICCKOIO OTUCTa

| Heobxommere
| 3HAHHA

HaupoHanpHbIE, MEXTOCYAAPCTBEHHEBIE H MEXIyHApOIHbIE CTAHAPTHI B O0NACTH

| 3aIMTH HHpOpMAITHHA
~ HauponanesHble CTAHAAPTHI HPOBEACHHS ITAYHHO- HCCNEI0BATENLCKUX H OTBITHO- |

* KOHCTPYKTOPCKHX paGoT, cepTU(UKANMOHHBIX HCILITAHUN ¥ CO3NAHHS CHCTEM

3ai{UTEL KADOPMALTHH

annaparHbIX CPENCTR 3aM M ThL

TIpHHLMITE] TOCTPOSHIUS CPEACTB KpHIITOrpaguuecKoi 3aImuTsl HH(l)opmauHH

HopMarHBIIbic IpaBOBBIE AKTHL B 001aCTH 3aITHTEI HHbOpPMAIUH

Pykomojsiune 1 METOZMYECKHE JOKYMEHTHI YIIOTHOMOYCHHBIX (be,uepanbnhlx
OpratoB HCHOJIHHTGILBHOH BITACTH MO 3allATe nadopManEH U 00ECTICYEHHIO

Opranu3aiyoHHbBIC MEPEI 10 3AITATE urdopMaiu

| Tpyrue

| XapaKTEpUCTHKA

3.3.5. Tpyaosan GpyHKnus

IlpopeneHre HHCTPYMEHTAILHOTO | r— Vposens
HaumenoBanue | MOHMTOPHHIA 3aUIHINEHHOCTH % Kon } C/05.7 | (noxypoBeHB) 7
KOMIIBIOTEPHLIX CHCTEM U CETEeH L | KB21KpHKATHN
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[ipoucxoxacrne Opnmﬂaﬂ X 3auMCTBOBAHO W3 OpUTHHANA |
TPYXOBOH hyHKUIH .. o
Kox Pemc*rpaunormbm HOMep
OpHMIHHANA npodieCCHOHATEHOTO
CTaHZApTa
Tpynossie aciicTBus Brmonuenne — aHanusa  3alMINEHHOCTH — KOMIBIOTEPHBIX — CHCTEM €

HCHOJL30BAHHEM CKaHCPOB 6639_1_'!8,CHOCTH

| CpeAcTB ABTOMATHICCKOTO PCarHpOBAHHA Ha HOHHTKPI HCCAHKITHOHHPOBAHHOTO

BrinonHeHue aHanH3a 3aIQUINCHHOCTH CETERBIX CEPBHCOB ¢ HCMONB30BAHHEM

' CocTapleHHe
_ KOMIBIOTEPHBIX CHCTEM

OT‘ICTOB 110 pGB}’J]I:TaTaM HpOBGpOI( 3AHINTCHHOCTH

H606X0,[[HMLIC
YMCHUSA

MOHHTOPHHF&

IIpUMeHSTh HMHCTPYMEHTANGHEIE  CPEACTBA
JAIMAIIEHHOCTH KOMIIBIOTEPHEIX CHCTEM

IPOBEICHH

CtpyKTypHpOBATE aHATUTHIECKYIO MH(OPMALMIO A1l BKIOYEHHS B OTYET

Heobxomumeie
3HAHUA

IMTprHIMOE MOCTPOEHM KOMITBFOTEPHBIX CHCTEM U CETER

. CHCTCM H ceTei

MeToanl 0OpabOTKM JAHHBIX MOHHTOPHETA OE30TMACHOCTH KOMIBKYTEPHBIX

Hopsimox  cozmannst U CprKTypa OTHETa, CO3MABAEMOTO MO peaynmarraM
' IPOBEPOK

Crocobnl  o0HapyxeHHS H HCHTpaIHIBaI_IHH OCNHEACTBHL  BTOPKEHHIT B

Kpunrorpadutieckne NpoToKOIb, IPHMEHSEMBIE B KOMITHIOTEPHbIX CETSX

' OPT4HOB MCIOJIHHTENLHOM BJACTH MO 3allUTe uropMaliy H 00ECIEYCHHIO
- De30IaCHOCTH KPUTHYCCKOI HHPOpMAMOHHON HR(PaCTPYKTYPEI

HopmaruBHbIE IPABOBHIE aKTH B 00IACTH 3aIMTH MEGOpMaiyy
PyxoBOAAIIHE M METOJHYECKHE JOKYMEHTBl YNOMHOMOYCHHBIX denepanbHEIX

Tlpyrue

XapaKTepUCTHKH

3.3.6. Tpynosasa gynxuus

Ipoeenenue IKCIEPTH3EI IPH PacCie/I0BAHIH v ‘ _]‘
o . YpoBeHs
KOMIBHOTEPHEIX HPCCTYILICHHH !
HanmenoBaune P vp i Koa ! C/06.7 (nonypoaem.) T
IpaBOHAPYIICHAH K MHIUJEHTOB B KBaJ'lHll)HKauPlld L
KOMNBIOTEPHBIX CHCTeMax uceTsx | | :
[p OHCXOXICHHE ' OpHmHa.u X BauMGTBOBaHQ W3 OpUrHHATA | i
TPYROBOii GyBKINH ] P - ) :
Kox PerucTpaunoHHETH HOMEp
OpPHIHHANA npodecCHOHAARAOTO
cTaHJapTa

 TpynoBHe neficTeas

Orlpe,aeﬂe}me CBOFCTB aNNaPATHBIX CPEICTB B COCTABE KOMIILIOTEPHON CHCTEMBI |

éKnaccmbHKauHﬂ CBOMCTB AIIAPATHBIX cpencm B COCTaBE KOMHBIOTG]JHOHl
 CHCTEMEI
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JIAATHOCTHKA [pUYMH, YCNOBMil M3MEHEHMS CBOHCTB (3KCHJ'IyaTaI.IHOHHBIX
PEKHMOB) AIAPATHBIX CPEJICTB B COCTABE KOMITBIOTEPHOA CHCTEMBI _
7 Onpezenenne XapakTEPUCTHK OIEPANHOHHOR CHCTEMBI M HCTIOJIB3YEMBIX |
% TEXHOJIOTHIl CUCTEMHOTO TIPOrPaMMHpPOBaHHA B KOMIBHOTEPHBIX CHCTEMAX H -
|

. ceTax
" AHamm3  QyHKUMOHATBHBIX  CBOWCTB  NpPOrpaMMHOre — ofecredeHds B
KOMIIBHOTEPHBIX CHCTEMAaX H CETAX

HccnenosaHne  alfOpPHTMA  OpOrpaMMHOrO  obecledeHHMd W THIIOB

HnanBuyansHoe OTOXKAECTBIIEHHE OPATHHATA IPOTPAMMEI (HHCTaILTIIMOHHOM

BepCHH) U €€ KOIHMH Ha HOCHTE/IX AaHHBX KOMIIBIOTEPHOH CHCTEMBI

- YcranoBneHWE TpyNHoBOH NPHUHAIEKHOCTH NPOTPAMMHOTQ ofeCIeYeHus B |

. KOMIIBIOTEPHBIX CUCTEMAX H CETAX

- BoipaoTka OpeToXeHHH 10 YCTPAHCHHIO BBISBICHHEIX yﬂanmocmH B

 KOMNIBIOTEPHBIX CHCTeMAX M CeTAX
BeIBICHHE WHAMBHIYaNbHBIX  IPHU3HAKOB IIPOTPAMMBI,  ITO3BOJISIIOIIHX

. BIIOCIE/ICTBHH  MACHTUQHIPOBATL  €¢ asropa, 4 TaloKe BIaHMOCBA3H  C

VCTAHOBJIGHNE BHAA, CBONCTE M COCTOSHHS HH(bopMﬁHHH (baxTHUECKOTO H
IepBOHAYAIBHOrO, B TOM YHCIE A0 €¢ YJaleHHd u Moaubuxauyu) B
KOMITBEIOTEPHON CHCTEME o _ _
OmnpenencHue TpHYHH H  YCJIOBHMA M3MEHEHHS CBOMCTB  HMCCNETyEMON
i HH(OPMALMH B KOMIIBIOTEPHBIX CHCTEMAX M CETAX '
| OnpezeneHye MeXaHu3Ma, JUHAMHKH H 00CTOATENLCTB COBBITHS [I0 HMeIomelcs
~ HHQOPMAIIMH HA HOCHTEIE JIAHHBIX MM €€ KOIHMAM B KOMIBIOTEPHBIX CHCTEMAX
B CeTaX _ _
. YeTaHOB/IEHHE YIaCTHHUKOB COOBITHA, HX POJH, MECTA, YCJIOBHH, TIPH KOTOPBIX
ObUTa co3aana, MOTM(HIMPOBaHA WM yAaleHa HHQOPMAITHA B KOMIIBIOTEPHBIX
CHCTeMax H ceTSIX .......................................
VCTaHOBNEHAE COOTBETCTBUA JIMOO HECOOTBETCTEHS AeHCTBHN ¢ HEpOpMAITEH
| CTIEMHANBHOMY permaMeHtTy (MpaBHiIaM), YCTAHOBICHHOMY B KOMIBIOTEPHBIX
i _CHCTEMAX M CeTIX
' CoCTaRieHue JKCHEPTHOTO 3aKIIOYEHHMA [0  PE3YILTATaM paccieIoBaHUs
KOMIOBIOTEPHBIX ~ [PECTYIUICHHH, MpPAaBOHApYIIEHWA H  MHUHJACHTOB B
________ KOMIBIOTEPHEIX CHCTEMaX W CETAX
Heoﬁxo,uHMHe [IpMeHSTE  HOPMATHBHLIE M NPaBoBble  aKkThl IpH  NPOBENCHHM
| yMeHHs KPUMHHAJIMCTHYECKOH SKCHEPTH3Bl M KPHMHHAIHCTHYECKOTO aHamu3a B
; TIpoLecce PaccleNOBaHUs KOMITBIOTEPHBIX TIPECTYIUICHHH, MPABOHAPYWICHIH 1
} MHIMACHTOB B KOMIILIOTEPHBIX CHCTEMAX 1 CETSIX
E AHaIH3MPOBATh CTPYKTYPY MEXaHH3Ma BO3HMKHOBEHHS H OOCTOATEIbCTBA |
COOBITHS,  WMMEIOIIEr0  MNPH3IHAKKM  KOMIBIOTEPHOTO  TpeCTYIUICHU,

BhIesTh CBOICTBA H IPH3HAKH HHQ)opmaum{ NOCTyIAlOLmeik B KDMHL}UTG]JHBIG
cHCTeMBI W ceTH (0GpabaThiBaeMofi B KOMIBIOTEPHHIX CHCTEMAX H CETIX),
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BLBISTL BOMOKHBIE TPACKTOPHH U3MEHEHHS COCTOSHHM (yHKIHORUPOBAHMS
KOMITBIOTEPHOH CHCTEMEI

BRISBIATE HECOOTBETCTBHS ATPHOYTOB H CONEPKAHMS IMEIOMEHCA HH(OPMATIHE
€e pacnolNoKeHWIO B KOMNEBIOTEpHO#H cucTeMe
IIpornosupoBaTh  BO3MOXHEIE IIyTH  BO3HMKHOBCHHS  HOBBIX  BHZOB
KOMIIBIOTEPHRIX  MPEeCTYIUICHUN, INpaBOHApyIIEHHH H  HIIICHIOB B

: o KOMIIBIOTEPHBIX CHCTEMaXxX M CeTIX :

Heobxomimere ®opmarhl XpaHeHHA HHq)opmauHH B AHATU3HPYEMOI KOMIIBIOTEPHOM cncnme

3HAHUSA OcnosHble hopMare! GaiioR, HCIONTB3YEMBIC B KOMMBIOTEPHBIX CHCTEMaX

Vs13BMMOCTH KOMIIBIOTEPHEIX CHCTEM H CETCH

~ TexHonoruy mnoucka H aHAJIH3a CHCJOB KOMIBIOTEPHBIX MNPeCTYIUICHUI,
Z NPaBOHAPYIICHAH ¥ HHIHJICHTOB

[opanmox dukcaun  n JOKYMGHTHPOBAHHS  CNEJI0B  KOMIABIOTEPHBIX
NpeCTYIUICHHH, NpaBOHApYIeHUH ¥ HHUKACHTOB B KOMIIBIOTEPHBIX CUCTEMAX H

TIOpAROK TPOBEEHHS SKCIIEPTA3EI BLIYMCIIMTENBHON TEXHUKH H HOCHTENCH
KOMIIBIOTEPHOH MHOPMANUM € y4eToM HOPMAaTHBHBIX NIPABOBLIX AKTOB MpH
paccaelOBaHHH  KOMIBIOTEPHBIX — NPECTYIUICHHH, IpaBoHapylICHUH  H
UHIHACHTOB =~ ——
Crnocobnl  oOHapyxeHHs H HelfTpa3anMu [OCTENCTBHIA BTOPKEHHH B
KOMIBIOTEPHBIE CHCTEMBI

MeToapl aHanm3a CHCTEM oOecIedeHuA HH(]JOpMﬂU,HOHHOH  6e30IIaCHOCTH
- 00BEKTOB MH(OpMATH3aUMM HA Oa3e KOMIBIOTEPHBIX CHCTEM B 3alllMIICHHOM
| HCTIOJIHEHHH

E1'[01:151,1:[01{ NOATOTOBKM HAYYHO-TEXHHUECKHX SKCIEPTHHIX 3aKOYEHHH 110
Pe3yLTaTaM  BBIIONHEHHEIX pabor mo MH(OPMAIKOHHO-AHANUTHIESCKOH U

- Metonsl  IpoBeleHus | paccileoBaHAs KOMIIGIOTEPHEIX  NPECTYIUICHHIA,
NpaBOHAPYIICHHWH W WHOWAEHTOB
Meroan aHanmM3a OCTaTOYHOMH Hmpopmaunn M MOMCKA CIIENOB I (hHKCAIMA
: KOMOBIOTEPHBIX MHOMAEHTOB

| Kpunrorpaduueckie alropaTME! H 0COOSHHOCTH MX NPOTPaMMHON peanu3alu#
' B KOMIIBIOTEPHEIX CHCTEMAX U CETAX

PyKkoBOAfIIME M METOAMYECKHE JOKYMEHTHI YIONHOMOYECHHBIX (emepaibHbIX
. OPTaHOR ncnonﬂmenbﬂoﬂ BIACTH 10 3amiuTe uadopManu U odecnedeHHIo

OprannzaltMoOHHbIE MEpHI TI0 3aLITe KH(POPMALHH B KOMITBIOTEPHBIX CHCTEMAX
U CeTiAX

T -
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3.4. O6o0mennan TpyaoBas PyHKIHA

'E PazpaboTka nporpaMMHO-anIapaTHBIX CPeJICTB | v i
OBRCHEB
HarMeHoBaHue Ko P
3amTEI HHOOPMAIIMH KOMITBIOTEPHBIX CHCTEM n| D [P — ‘
I U ceTel i [
Moncxomzenme T T
. 3aHMCTBOBAHO U3
oboGmenHol TpyaoBoit Opuriman X
OpUIrHHana
GyHwumn .
Kon PervcTpaunoHHBIA HOMED
OpPHUrHHANA IpOoeCCHOHANEHOTO

CTaHAaPTA
Bo3MmoxxubIE [naBHLI COSMUANKMCT MO 3aITUTe HHPOpMALMY
HauMeENOBaHUs PazpaGoT4uk mporpaMMHOro oOecrnedeH!s H NPHIOKEHHH
JOJDKHOCTEH, AHATHTHK TPOTPAMMHOTO ofecreueHus U NPHIIOKEHAN
npodeccuii

TpeGosanus x
o0pazoBaHHIO U
00yYeHHIO

Bricmiee 00pa3oBaHue — CIEUANIATET HIM MATHCTPATypa U JONOTHATENRHOE
npodeccHOHaNbHOe 00pa3oBaHie — IPOrpaMMbl OBLINENHNS KBATAQUKAIHH
B 06G1actu uHbOPMANHOHHOH GE30IACHOCTH

1017}

Bricinee o6pazoBatie — acTUPaHTYpa (aABIOHKTYPA) B JONOAHUTEISHOE
npodeccHoHanbHOe 00pa3oBaIie — IPOrpaMMbl OBLIMEHHS KBanupUKauu
B 0071acTH HHGOPMAIHOHHOH 6€30IaCHOCTH

Tpebopanus K onsITy
IpaKTUIecKod paboThl

He MeHee nsTH neT B 06MacTH npuMeHeHrs U ananu3a 3G ¢eKTHBHOCTH
CPENCTB 3aIUMTH HHPOPMALHY KOMIBIOTEPHBIX CHCTEM, B TOM YHCIIE Ha
PYKOBOSILLIMX AODKHOCTIX HE MEHEE TpeX JIET MPH HaJIWUMH BRICIICTO
00pa3oBaHms — COENHYATHTETa HIIH MarkCTPaTypHl B 00IacTy
urdopMaloHHON 0€3011aCHOCTH

2012

He MeHee Tpex JieT B 06/1acTH MpUMEeHEHUS H aHanm3a shdexTueHocTd
CpeACTB 3AIMATH HHOOPMAIH KOMILIOTEPHBIX CHCTEM, B TOM HHCIE HA
PYKOBOZALINX NOIDKHOCTAX HE MEHee JBYX JICT NPH HAITMYMH BBHICLIETO
o0Opa3oBanys — aCIUPAHTYPH (ATBIOHKTYPLI)

Ocolrie yeOBHA
IOITyCKa K paboTe

Hamyudue gonycka K rocyAapcTseHHol TaifHe (IpH HeoOX0IUMOCTH )

Hpyrue

XapakKTSpUCTHKY

,HOI'IOHHHT&JIBHHG XapaKTepHCTUKH

HaumMeHoBanHe
JMOKYMeENTa

Haumenopanue 6a30B0il TPYIIIBL, ZOJKHOCTH (Ipoeccru)

Koz
MM COEIHATBHOCTH

OK3

2519 Pa3paloTunKd U aHATUTHKY MPOrPAMMHOTC obecredenus 1

TIPHJIOKEHIIH, He BXOAAINHKE B IPYTHE IPYIILL

EKC

- ['JIaRHBIA CHEIHATUCT 0 TEXHHYCCKOHN 3a1uTe
uadopmanun

- CrenuanucT no obecnedeHuio 0e30nacHOCTH HHpOopManun
B KJTIOYEBEIX CHCTeMax HHbOpMarOHHOR

uHPACTPYKTYPHI

OKIIATP

20011 ["aBHEI cOCHUANKMCT 110 3aMTe HHGOPMAITIH

OKCO

2.10.05.01 | KomnporepHas 0€300acHOCTE
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2.10.04.01 | VindopmanuonHast 6e3011aCHOCTh

2.10.05.02 | UndopmanuoHHas 6e30MacHOCTh TeIEKOMMYHHAKAITMOHHBIX
CHCTEM

2.10.05.03 | MudopMarMonHoii 6e30nacHOCTH ABTOMATH3UPOBAHHBIX
CHCTEM

2.10.05.04 | UndopMallioHHO-aHATHTHYECKAE CHCTEMEL O€30TTACHOCTH
2.10.05.05 | Be3onacHocTh MHYOPMALMOHHBIX TEXHOIOTHI B
NpaBOOXpaHUTENLHOI cdepe

2.10.05.06 | Kpuntorpadus

2.10.05.07 | IlpoTHBOACHCTRHE TEXHUUCCKUM Pa3BeIKaM

2.10.06.01 | UndopmarpoHHasn 6e30MaCHOCTh

2.10.07.01 | NUudopmanuonsaas He30MaCHOCTh

OKCBHK’ 051319 MeTo/ibl B CHCTEMEI 3aIMTEI HEGopMaLmH 1
uHpopMaLHOHHOH 0€30IIaCHOCTH

3.4.1. TpynoBan dyHKOHA

PaspaboTka TpeGoBaHHIH K IpOr paMMHO- . |
OREHE !
ANMAPATHLIM CPEICTBAM 3AIHTEHI P
Hanmenouanne P ped a D/01.8 | (nmopypoeens) 8
HHPOPMALIUH KOMIIBIOTEPHEIX CACTEM H KBATH(HKALIH
o0 (T R S F S—
[poncxoxkacHue Opurusarn X 3auMCTBOBAHO H3
TpyRoBOH hyHKIMH | OpHruHana e | .. |
Kon PerucTpallHOHHEIR HOMED
OpMIruHana ApodecCHOHATBHOTO
cTaHaapTa

Tpynoswe aeticteus  OnpejielieHde yrpo3 Ge30NaCHOCTA M HX BO3MOKHBIX —HCTOUHHMKOB B
| | KOMIBIOTEPHBIX CHCTEMaX U CETAX

i _ Onpenenenue KaHaNoB yTeIKH HthopmauHH B KOMIIBIOTEPHBIX CHCTEMAX u ceTax

o
&
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=

Onenka >pdeKTHBHOCTH PeaTH3yeMEIX TEXRHHUCCKHX PeIICHHI B KOMIIBIOTEPHBIX |
| CHCTEMAX H CeTsIX

| " OlIeHKa TEXHUKO-3KOHOMHHUECKITO YPORHS PEaH3yEMbIX TEXHHUECKUX PeICHH
‘ . B KOMITBIOTEPHEIX CHCTEMAX H CETAX

ceTe :
Heo6xommme O600mare Haytn{O-TeXHquCKym NMTepaTypy, HOPMATHEHEIE H METOMMYECKHE _
© YMEHHS - MaTepHajisl B 067acTH 3aIMTH HHAOPMAIHH

PopMHpOBaTE MOZETH YIpo3 H  MOJCIH Hapymmenﬂ 0e30MacHOCTH

PaspaﬁaTmBaTL YACTHEIE MONATUKY Ge301[acHOCTH KOM]IBIOTBpHLIX CHCTeM BTOM
YHCIIe TOMUTHKY YIIPABJIEHHs AOCTYNOM B HE(GOPMAIlHOBHLIMH NOTOKAMH

' [IpuMeHsTh HALUWOHANBHBIE, MEKIOCYIAPCTBEHHBIC H  MEXAYHAPOIHBIC
| CTAHAapTel B oﬁnacm 3alUTHl HHQOPMAOMA AId OLCHKA 3allHIICHHOCTH

KOMIIBIOTEPHOI 6e301aCHOCTH
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qHTaTB HOpMaTHBHBle n MeTO,L[H‘-IeCKHB I[OK)’MGHTBI l'lO HHClJOpMaHHOHHOH
GCBOHaCHOCTH Ha AHITTHACKOM A3BIKE

- QOcyluecTBAATh [PUHATHE pEIlEHHH © HeoOXOMMMOCTH HCHONB30BAHMA

IIPOrPaMMHO-ATIIAPATHEIX CPEJICTB 3allMThl HEGOPMALIIH

[Mopsok OpraHuzanue paboT TO 3amuTe HH(pOpMalMU B KOMITLIOTEPHBIX

| Heobxonumele

| 3HAHUA CHCTEMAX U CETAX

' Metonel B cpe,ucma nonyl{eHHa 00paboTkH H mepenadn HHpOpManuu B

! ONEPAIEOHHBIX ~ CHCTEMAX, CHCTEMAX yIpaBleHus OasaMd [JaHHEIX H

| . KOMIIBIOTEPHEIX CETAX

i - MeTo/in ananu3a 6e30IacHOCTH KOMHLmTepHHx CHCTEM

| Brbl aTaK H MEXaHU3MBL HX PEAM3AIHY B KOMIIBIOTEPHLIX cHCTeMax

Me105b! BEIIB/ICHHS KAHAIOB YTEYKH HH(OPMALMH B KOMIBIOTEPHBIX cHcTeMAxX
MeTofsl M CcpeAcTBA 3alMTHl MHGOPMAMd B KOMIBIOTEPHBIX —CETAX,
OTIEPAIIHOHHBIX CHCTEMAX H CHCTEMAX YIIPABICHHS (a3aMi AaHHBIX
TpuHIMITBI TOCTPOESHHUA CPEACTB 3aIIHTEI HH(l]QpMaIIHH KOMIEIOTEPHBIX _EHCTBM
MopManbHEIE MOJCTH YIPABIEHHS AOCTYHOM B KOMIBIOTCPHBIX CHCTEMaX H
cemix _ _
Kpunrorpapuueckue anropuTMEl H 0COOEHHOCTH HX POrPaMMHON peaTn3aluy
B KOMIIGIOTEPHBIX CHCTEMAX HCETAX
HopmaruBHBIE [IPaBOBbIE AKTH B 00NACTH 3aWIHTEL HHPOPMAIHK
PyKOBOJSIIHE W METONMYECKHE JOKYMEHThl YIIONHOMOYEHHBIX (elepanbHbX

: OpraHOB WMCTOJNHUTENBHON BIACTH NO 3allHTe MHPOPMAUMA U OOCCTICHECHHIO

I Ge3omacHOCTH KpUTHYECKOH HEGOpMANKOHHOH HHPPACTPYKTYphI

OpranusalMOHHBIE MEPHI 10 3amuTe UHGopMan

| HaumonanpHble, MEXTOCYIAPCTBEHHEIE K MEXK Y HAPOIHBIC CTAHAAPTHL B OGNACTH |

| 3AIATE] HEGOPMALIH |

- Hpyrue -

XapaKTEPUCTHKH

3.4.2. TpyaoBas pyHKUHA

- [TpoeKTHPOBAHKE TIPOT PAMMHO-AIIAPATHBIX | . Vposers }
HaumeHoBaHe | CPEACTB 3AMMTE HHGOpPMaLUH ; Kon | D/02.8 | (moaypoeHs) 8
| KOMITBEOTEPHBIX CHCTEM H CeTel n L | vBanubuKauAn
< .
[poncxoxacHie Opurvpant X | 3aMMCTBOBAHO N3 OPUIHHANA
tpynoeolt dyHKINU e
Kon PeI‘HCTpaLIHOHHbIH HOMED
OpUTHHANA npodecCHORATBHOTO
CTAHJAPTA

: prﬂoiame JieiicTBHA

PaspaboTka TeXHHUECKMX 3ajlaHuil, OSCKM3HBIX, TEXHHUYECKHX H paGounx

| IIpoeKTOB paloT 1o 3amTe KHGHOPMaLHH

Pa3spaGoTKa TIaHOB H rpauKoB poBeeHHs paboT Mo 3auuTe HHGOPMAIUK

AHATH3 CYUIECTBYIOIMX METOAOB M CPECTB, IPUMEHACMBIX A4 KOHTPONs U
3aIU TEL HH(POPMAIIH

PazpaGoTka NpeoKCHHH 110 COBG])H[BHCTBOB&HHIO CYIIECTBYIOUIHX METONOB "
CPE/CTB, IPUMEHAEMEIX JUIS KOHTPOTIS H 3aILMTEl HHGOPMALMH, W HOBBILCHUIO
3(heKTUBHOCTH 3TOH 3AllUTHI

Pa3paboTka MPOEKTOB MPOTPaMMHBIX M AanIaparTHEIX CpPeJCTB  3AUIUTH
nH(OpMaIldH B COOTBETCTBHH C TCXHHUCCKUM 3a1aHHEM
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IlpoBencHue arTecTanuu IIpO[‘paMM H aJ”lropHTMOB HA TpeAMET COOTBETCTBUSA
TpeboBaHUAM 3alUTH HHPOPMALUH

- Heo6xoaumele
YMEHHUA

HpOBO)IHTB HCCJ]GI[OB&HHH C ICOBHY HB.XO)K,D,CHHSI Hauﬁonee uenecooﬁpaaﬁmx

IIpMeHsTE OTeuecTBEHHBIE CTAHAAPTHE B 0bnacTu 3AlHTE vHbpOpManuu U
TIPOEKTUPOBAHKUS CPEACTE 3ALIATH HHPOPMAIUA KOMIBIOTEPHOH CHCTEMBI

Pa3pabarpiBath apXUTEKTYpy W HWHTepheHCH CpeAcTB 3alUThl HHPOPMALlAH,
TPOIEAYPH BOCCTAHOBICHHS PabOTOCIOCOOHOCTH CPEACTE U CHCTEM 3all[HThi
nocne cboes

[onbupare W 0606WAT HAYIHO-TEXHHIECKYIO JUTEPATYPY, METONMUECKHE
MATEPHATE! M0 MPOTPAMMELIM H ANNApaTHBIM CPEACTBAM H cnocobaM 3aIIuTEl

HeobxoanMeie
. SHAHHI

Metonsl u cpencma NONyYeHNs, 0OpabOTKH M Nepenadn HchopMauHH B

ONepanuOHHEIX CHCTCMAX, CHCTEMax YIIpaBICHHA OazamMm JHaHHBIX U
KOMIBIOTEPHEIX CETAX

Buae: aTak H MEXaHH3MEI UX pcaIn3aAlH B KOMIIBIOTCPHEIX CHCTCM&X

Merogm © CpEacTBa 3alllHThI HH(l)OpMﬂHHH B KOMIIBIOTCPHBIX CCTIX,

HpHHHHTII:I IIOCTPOCHUA CHCTEM 3AIITUTHI HH(llOpMaT.[HH KOMHBIOTepHBIX CHCTEM,
B TOM YHCJIC aHTHBHPYCHOI'O IIPOrpaMMHOT( obecreueHus

MeTtosibl aHamM3a 0€30NaCHOCTH KOMIIBIOTEPHBIX CHCTEM

TeopemKo—tmcnoe.me METCOBI H &JITOPHTMBIL, IPHMEHACMEIC B CPESACTBAX 3AINHTEE

HHGOPMaLITH

HpHHanLI H METOABI YIPaBICHHI npoelcraMH B 0ONACTH HHQOPMALMOHHO

Oe30macHoOCTH

Kpunrorpapudeckue ANTOPHTMBI H 0COGEHHOCTH HX POrpaMMHON peaTH3aIIH

HopMaTHBHBIC IPABOBEIE aKTHI B 00NACTH 3a1UMTH HHYOPMAIME
PYKOBOJAIAE ¥ METOZMUECKHE ZOKYMEHTH YIONHOMOWEHHEIX (heepaibHEIX
OpraHoB HCIIOHHHTCJ]LHOH BIaCTH MO 3aiIUTE nEdopMalEn 1 06ECTICICHHIO

Opraau3auroHHbIE MEPEI 10 3AMKTE AEGOPMAITHE

HanponansHble, MEXTOCYIAPCTRCHHBIE M MEXTYHAPOAHbIEC CTAHZAPTE B 0bnacTH
| 3aIUTH HEGOpMaurH

I{pyrne

Xapam*epncmm

3.4.3. Tpyaosasn dbyHkuns

Pa3paboTKa H TeCTHPOBAHHE CPEACTB 3AIMUTEL VpoBeHs
HaHMEHOBAHKE | pryhopMallii KOMITBIOTEPHEIX CHCTEM U ceTel

Koz : D/03.8 | (nomyposenn) | 8

IlpoucxoxneHue
TPYIOBOH QyHKUME

kBanpukaman ||
JaAMCTBOBAHO 13
. Opuryman X
opurksana | n
Kon PervcTpaiMOHHEIit HOMep
OpHTHHEIA npod)ecCHOHAILHOTO

CTaHAApT:
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prnonme ACHCTBIA | Paspaﬁcmca CpeAcTB 3AITHTHI HHQ)opmaxmﬂ B COOTBETCTBHH C TCXHHUCCKHM
samammewm
' Uccnemopanue IpoOrpaMMHO- annapaTme CpeJICTB 3AIIMTEL vrdpopManun B
. KOMIIBIOTEPHBIX CHCTEMAX

- PazpaboTtka IPOTPaMMHO-ANTAPATHEX CPENCTB  3al|TH  HEGOPMA|H B
KOMITBEIOTEPHBIX CHCTEMAX

Hposeneﬂue ATTECTALIMA TPOFPaMM H ANTOPHTMOB Ha TIPEIMET COOTBETCTBHS
TpeOGOBAHMAM 3aMKUTLI HHPOPMALKH

PaspaboTka MaTeMarHuecKHX MOJENCH O€30MacHOCTH KOMIIBIOTEPHEIX CHCTEM
BLIMOIHEHHE KOHTPOIBHEIX MPOBEPOK pabOTOCHOCOOHOCTH H 3(eKTHBHOCTH

Heobxoaumbre Wcnonb308ath MPUEMBI 3aLIATHOTO HpOI‘pﬁMMHpOBaHH}I

YMECHHA MCHOHBBOB&TI: HPHEMEE 3al(MTHL OT THIIHIHBIX AaTAK Ha KOMIIBIOTEPHBIC CHCTGMBI

Heobxomumere Mertomel ¥ cpescTRa nonyquHﬂ obpaboTkH H nepeadn HHcpopmauHH B
3HAIUA OIEpANMOHHBIX CHCTEMaX, CHCTeMaxX yIpamieHus OasaMH [IaHHBIX H
KOMUBIOTCPHBIX COTIX
MeToflE1 U CpeiCTBA 3AUIMTEl HEQOPMANEM B KOMIIBIOTEPHBIX ~ CETIIX,

MeTonoorud 4 TEXHOIOTHH paapaGOTKH IPOrpaMMHONO ¥  aNIaparHoro
obecHeyeHHa

‘  PykoBozsuiue H METOOHYCCKHE ROKYMEHTBI YIIOTHOMOUEHHBIX (eIepaibHBIX
‘ | OpraHoB chonHuTeﬂbHOﬁ BI4CTY TO 3alluTe HHpOpMALH ¥ OOCCHEUSHHIO

3AIUMATEL HH(bopMauHH

. Jlpyrue -
. XapaKTCPHCTHKH

3.4.4. TpynoBan pyHKunsa

- ConporoxkaeHue pa3paboTKu CPesiCTB W Vponenn
| !
Haumeropauue | 3aiIAThI HH(QOPMAIIHH KOMIIBIOTEPHEIX Kon : D/04.8 (monypoReus) 8 {
| cHcTeM u ceTelt [ Keanupukat ]
XOWIE ' :
[poucxoacrine OpuruHan X | 3aHMCTBOBAHC W3 OpUrHHANA |
Tpyaogoi ryHKIMN _ _ _ I o
Kon PeracTpaoHHBIL HOMED
OpHIHHAMA npogieCCHOHANBHOTO

cTaHAapTa




prIlDBBIe nefcTBHs PaapaﬁoTKa TEXHMYCCKHX 34/IAHU, IUIAHOB H FpadKoB IIpOBe,IleHHH pabot no
3aIUTe KHGOPMALMH B COOTBETCTBHU ¢ JACHCTBYIOIHM HOPMATHBHBIMH H

OnpeneneHue NOTPeOHOCTH B cpenc*rnax 3AMATH HHEQOPMAlHH, COCTaBICHHE
3a4BOK Ha HX IpHoOpeTeHHte ¢ HeoOXOMUMEBIMHA OOOCHOBAHMSMH U pacyeTaMH .
TlonAroToBKa MPEeAIOXEHWH MO 3aKIIOYEHHIO COMIAIEHHH M OTOBOPOB €
OpTraHU3ALMAMHE, IPEAOCTARIAIOMIMH YCIYTH B 001acTH 3alIKTE HHGOPMAIAY
BhIIOMHEHHE aTTECTALMM MPOTPAMM M AITOPHTMOB Ha NPEJAMET COOTBETCTBUS |
. TpeGOBaHMSM 3AIIHTH HHPOPMALIEH
- BeinonHeHne KOHTPOJLHEX MpoBepoK pabotocmocodHoCTH H 3QQEKTHRHOCTH
. CHCTEM H CPEJICTR 3aIMUTH NHOOPMAIHI

 AHanu3 CymECTBYIOIHX METOZOB M CPEICTB, NPAMEHAEMBIX U1 KOHTPONA U
. 3aIIUTH KHPOPMALHE

PazpaoTka NpemTOREHHH 1O  COBEPIICHCTBOBAHHIO M IOBBIICHHIO
3pEeKTMBHOCTH METOIOB M CPEACTB, IMPHMEHAEMBIX [UIM KOHTPOJS H 3alHTHI
madopManww

IloaroroBKa TIPOEKTOBR HOPMATHBHBIX KM  MCTONMYECKMX MaTEpHaloR,

PazpaboTtka OpraHAaLHOHHO- PACIIOPATHTETBHBIX JOKYMEHTOB [0 3AIUATE
HHpOpMaIHH

Koutpons 3a COOMIONCHAEM YCTAHOBICHHOTO MOPSJIKA BHTIONHEHUS pabot, a
TaKKe AeHCTBYIOMETO 3aKOHOIaTebcTBa Poccuiickoil denepaliu npy PeleHHy |
_BOIIPOCOB, KACAIOIIMXCS 3aMMTH HHGpopManyu
- Oprannsanis IpoBeldCHHS CHCIHHANLHEIX HCCIEAOBAHME K KOHTPOITBHBIX

HeoGxommbie - GopMEpPOBATE MOLCTA YIPOo3 H  MOJEIH HapylIHTels  6e30IacHOCTH
YMEHHUsA KOMIIBIOTCPHEBIX CHCTEM |

[IpuMeHsTH HALMOHATBHBIE, MEXIOCYAPCTBEHHEE N MEKAYHAPOIHEIE
CTaHJapTH! B 0OMACTH 3AIUHMTHI AH(opManKHn
[lpuMeHsTE ASHCTBYIOMYIO 3aKOHOAATENBHYH) 6asy B obmacTH ObecIIedeHHs ;
3aIMMTHl HHpOPMALH
UnTaTh HOPMATHBHBIC M METOAHYECKHE MOKYMEHTEI O “H(OPMAIMOBHOH

6630HaCHOCTPI Ha aHI‘JIPIPlCKOM A3BIKE

Heobxozumeie Merone! B cpeacTpa NoJTyYeHus, 00pabOTKH ¥ epeay HH(bopmauHH

3HAHHSA MeTO/B! BRISBICHHUS KAHATIOB YTEUKH HHpOpMAUUH

MeToAsl TIAHHPOBAHWS M OPTaHH3aIHH npoBeACHAA pPaboT MO  3alINTE
urgopManny 1 0beceueHHIO TOCYIapCTBEHHOM TAXHBI

MeTonel NPOBEICHAS CHENHANBHBIX HCCNEHAOBaHHH H l'lpOBepOK paGotr o

samre wngopMaydt
Meronsl B cpeactsa  3aMUTE MHQOPMAHM B KOMIBIOTEPHBIX CeTsX,

ONEePALMOHHEIX CHCTEMAX B CHCTEMAX ynpasiieHus 6azaMy JaHHBIX

. MeTozae! ananu3sa 6630HaCHOCTH KOMIBIOTEPHEIX CHCTEM
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HopMarneHbIE ITPaBOBLIE am"m B 00JIACTH 3alnTh HHpOpMalpH

- 6€3011aCHOCTH KPHTHYECKOH RR(OPMAMOHHOM HHPACTPYKTYPEI
- OpraHM3alMOHHBIE MEPBI TI0 3allUTe HHPpOpMa
- HarmoHasibHEIE, MEXKTOCYAaPCTBEHHEIE M MEXAYHAPO/IHBIE CTAHIAPTH B 06NacTH

P}’KOBOJII[IJ.IHC H METOAHUCCKHE MJOKYMCHTHI YIONMHOMOYEHHLIX d)eﬂepaﬂ'bHBIX
OpTaHOB UCOONHUATENRHOH BAACTH 10 3aUIATE HH(bOpMaI_[HH H 00¢CIICUCHHID

3QIMATH AH(OPMALHH

,[[pyri{é

XApaKTePHCTHKH

3.5. O6obomennas TpyAoBas GyHKIHH

PykoBoACTBO paspaboTKol OporpaMMHO-
Hammenoranue annapaTHeIx Cpe/CTB 3alTHTH I»IthOpMaIJ;HH Koxn
KOMITBIOTEPIIBIX CHCTEM H CETCH

E YporeHs 8
Keali ApHKALHE

[lponcxoxaeHHAE '
. 3auMCTROBAHO U3
ofofmennoil Tpyzonoié  Opurudan X
OpHIrHHaNA
yHKIH R S R
Koa PErHCTPALIMOHHLIA Homep
OpHTHHAIA podecCHOHANBHOTO
cTanIapTa
BosMoxHbIC HauansHuK oT/1eNa (1a00paTOPUK, CEKTOPA) 10 3aIIHTE nHpopManH
HAMMeHOBaHUA
OOIKHOCTEH,
npodeccuit

Tpebopauns k
00pa3oBaHHIO H
00yIEHHIO

Beicuiee o6pa3oBaHnE — CIEIHANNTET HIM MATHCTPATYpa ¥ AOTOJIHATEIBHOC
npodeccuonansHoe 00pazoBaHie — NPOTPAMMAEI MOBBIICHHAS KBanupuKanun
B 00nacTH HHGOPMAITIOHHOH HE30MacHOCTH

WIH

Bricmee 06pazoBaHuEe — aCHPAHTYpa (adbIOHKTYPa) U AOHOIHATENBHOS
npodeccronansHoe 0GpazopaHie — IPOrPaMMBI TIOBEITICHAS KBaIA(HKALHA
B 001acTH HHOOPMAIMOHHOM O€3011aCHOCTH

Tpeboranns x onuity
NpaKTHYECKOH paGoThl

He Menee NaTH JeT B 061aCTH IIPUMEHEHIS ¥ aHaH3a addekTHBHOCTU
CPEACTB 3aMTE HHPOPMAINHA KOMIIBIOTEPHBIX CHCTEM, B TOM YHCIIC HA
PYKOBOAAWMX JOJDKHOCTAX HE MEHee TPeX JIeT OPH HAIMUUM BBICITIETO
o0pa3oBaHnA — COCHHANUTETA HITH MATHCTPATYPHI B obnacth
HH(pOpMaLMOHHOHA HE30IIACHOCTH

AN

He Meuee Tpex JIET B 06IaCTH IPAMEHEHHA U aHanm3a 3PpPEeKTHBHOCTH
CPEACTB 3AMTH HH(OPMAITH KOMITBIOTEPHBIX CHCTEM, B TOM THCIC HA
PYKOBOIAIIMX JIOJDKHOCTAX HE MEHEE JABYX JIET IPH HAIHYHMH BBICILETO
06pa3oBaHHs — ACHHAPAHTYPHI (AXLIOHKTYPEI)

Ocobbie ycnoBrs
7omycka K pabote

Hanutme gormycka K rocyAapcTBeHHO# TaifHe (IIpH He0OX0AMMOCTH)
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Hpyrne -
xapax’repncm]m

JlonoNHUTENBHBIE XapaKTEPHCTHKH

HanmenoBaHue Kox Hanmvenoranue 6a30B0i rpynnsl, JOIKHOCTH {IIpodeccHH)
NOKYMEHT2 WA CHeNHAEHOCTH
OK3 1330 PykoBoAHMTENH CJIyxk0 ¥ IOApasaencHull B cepe
_____ HH(POPMAIIOHHO-KOMMYHHKAIMOHHEIX TEXHOIOTHH
EKC HagansHHK 0T/ea (1aGopaTopuH, CEKTOPA) 10
TEXHHYECKOH 3anuTe nAHPOpMaLnu
OKIIITP 46115 PykoBOAWTENH aHATIMTHICCKON IPyNbl HOApa3AeneHus 1o
KOMIUIEKCHOM 3amuTe HHOpMaHd
46155 PykoBoauTeNb IPYHIEL MOAPA3ICIICHUA MO KOMILIEeKCHOH
3aluTe HHPOpMauy
OKCO 2.10.05.01 | KommnbiorepHasd 0e300acHOCTD
2.10.04.01 | UudbopManpoHHas 0e30acHOCTh
2.10.05.02 | UndopManroHHas 0e30MaCHOCTh TEIEKOMMYHHKAIHOHHBIX
CUCTEM
2.10.05.03 | MndopManuonHo# 6e30MaCHOCTH ABTOMATHINPOBAHHBIX
CHCTEM
2.10.05.04 | UndopMauOHHO-ANIATHTHYECKHE CHCTEMBI BE30IIACHOCTH
2.10.05.05 | BezomacHOCTE MHGOPMAIMOHHBIX TEXHOIOIHH B
NpaBOOXpPaHUTEIbHOI cdepe
2.10.05.06 | Kpuntorpadus
2.10.05.07 | llpoTuBogeiicTBHE TEXHHYECKAM pPasBeIKaM
2.10.06.01 | HndopmManuonHas H€30IMACHOCTD
2.10.07.01 | Uadpopmanuonnas He30nacnocTb
OKCBHK?® 051319 MeTomp!l ¥ CHCTEMBI 3all{MTHl HHPOPMALHH 1
HHPOpMAHOHHON 0e30MacHOCTH

3.5.1. Tpynopas dpyuKumsa

PykoBoacTso paspaboTxoii TpeboBaHUHA K | v
pOBEHB
[IporpaMMHO-aIapaTHbIM CPEACTBaM
HanmeHoBaHHe porp P pen : Kon : E/01.8 | (nmoayposeus) 8
3aIUTEl HHYOPMALMH KOMITEIOTEPHBIX i KB HOHKAIAT
CHCTEM M CEeTel
!
Hponcxovm;[enﬂe Opurusan X 3auMCcTBOBAHO M3
TpynoBo#l (PYHKIHK opyrwRIRZ
Kon PerucrpalMOHHBIN HOME]D
OpPHICHHAIIA mpo{eccHOBAIBHOIO
CTaHgApTa
ery,H,OBbIe meticTeus | OpraHnsanis pa3pabOTKH MOJIENH YIPO3 6e30HAaCHOCTH M HX BOIMOXHBIX

Pa3paGoTka MareMarTHuecKHX Mojeneld, peanu3yeMbIX B CPEACTBAX 3aIMHTHI
ARQOPMALKHA B KOMIBIOTEPHEIX CHCTEMAaX M CETSHX

Onenka > heKTHRHOCTH PeaTi3yeMEIX TEXHHUCCKHX pelIeHHU B KOMIIBIOTEPHEIX |
CHCTEMAX T CEeTAX
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- OlleHKa TEXHUKO-?KOHOMHYECKOTO YPOBHS PEaIH3yeMBIX TEXHHICCKUX PeIleHHH
. B KOMIBIOTEPHBIX CHCTEMAX H CETAX
- BuiGop cpeacts M MeTO[OB 3AIIUTH HHGOpMAUHKM KOMIBIOTEPHBIX CHCTEM H

. ceTei :
Heobxonumeie - OGo0MmAaTh Hay4HO-TEXHHYECKYIO JIMTEPATYpPy, HOPMATHBHbBIE H METOARUCCKHE _
yMEHHSA _ MaTepHasIbl B 00NacTy 3alATH HHpOpMAliH

- dopMHpoBaT MOICHH YIpo3 H MOJEAM HapymmuTens 6e30MacHOCTH
| KOMIBIOTEPHBIX CHCTEM

yHGbOPMAITMH KOMNBIOTEPHON CHCTEMEL

. PazpabarbiBarh YACTHBIC TTOIUTHKH 630 I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM, B TOM
| ' qECTie TIONMTHKY YIPaBICHHs NOCTYIIOM H HH(POPMAIIOHHBIME [OTOKAMH
i [IpEMeHATh  HAINOHANBHLIE, MEKIOCYAAPCTBCHHBIE U MEXAYHapOIHEIE |
|
|

cTaHAapThl B 0ONAacTH 3amATH HHPOPMAUMH 1 OLECHKY 3aHMILCHHOCTH
KOMHB}(JTepHOH CHCTEMBI

YuraTh HOpMaTHBHBIe H MeTOL[HT-IeCKPIC ,I[OK}’MCHTH l'lO HH(l)OpMaU,HOHHOH
0€30MacHOCTH Ha aHl"JIHHCKOM S3BIKE

i _ _ HpPOTrpaMMHO- aNIApaTHBIX CPEACTB 3AIHTH HEGOPMAIHHA
!Heoﬁxo,uumme Tlopsamok opranzamuu pabor 10 3ammTe MHGOPMALKMHM B KOMIBIOTEPHBIX
| sHaHUA CHCTEMaxX W ceTsx
’ MeToasl H cpencma moaydeHus, obpaboTkm " Hepegaul HH(])opMauHu B
ONCPALIMOHHBIX CHCTEMAX, CHCTEMax ynpaBleHHA OasaMH JaHHBIX M
KOMOBIOTEPHBIX CETAX

MeTons! aHamm3a 6€30MaCHOCTH XOMITBEOTEPHBIX CUCTEM

| ' MeTo/p! BHIABICHHS KAHANOB YTEHKU HHGOPMALIHH B KOMI[b}OTepHL]X CHCTEMAX |
| MeToasl M CpeAcTBa 3amIMTHl HHGOPMAaOMKH B KOMIIBIOTEPHBIX CETIX,
OIICPALIAOHHBIX CHCTEMAX H CHCTEMAaX yMpaBICHIA 6a3aMHu TAHHBIX

: @dopManbHEIE MOJETH YIIpaBACHAS JOCTYIOM B KOMIBIOTEPHBIX CHCTEMAX H
| ceTax
| - Kpunrorpadudeckue aroput™Mbl H 0COOEHHOCTH HX nporpaMMHOH peanmauﬂn
B KOMMBIOTEPHEIX CHCTEMAX M CETIX

OpraHOB MCTOJNHUTENLHON BIACTH MO 3amATe MHGOPMarmu M 06ecTIeYeHUIO
Ge30MacHOCTH KPHTHYECKON HHGOPMAIMOHHON HEPacTPyKTYPEL

3aIIMTEI HEPOpPMAlIHH

Ilpyrue -

. XapaKTEPUCTHKH




3.5.2. TpyaoBas dynKuns

- PYyKOBOJICTBO IIPOSKTUPOBAHHAEM i y
IPOrPaMMHO-ANIITAPATHEIX CPEACTB 3AIIUTHI POBSHb
Haumenosanue porp P pel at | Koa | E/02.8  (moayposent) 8
uHpOpMalMKi KOMIBIOTEPHEIX CHCTEM H KQTH@UKATTHH
. ceTel ‘
- — —
POHCXONAE " Opurnrat X | 3aMMCTBOBAHO M3 OPHIMHANA
Tpynoeoii dyHKLMH e )
Kea PerncrpaudOHHBIN HOMED
OpHUIHHANA npodeccHOHANRHOTO
CTAHIApTA

TP}’I[OBHe neicTBHs

Heobxoaumolie
' YMEHHA

AHanu3 CYmecTBYIONIMX METONOB M CPEJCTB, MPHMEHAEMBIX JUIL KOHTPOJIA M
saMTht MHGOpMAaI®E

PaspaboTka IpeUI0KEHHH 10 COBEPIICHCTROBAHHMIO CYIIECTBYIOIMX METOJ0B H
CpEACTB, IPUMEHAEMEIX AT KOHTPOJL H 3aIOHTHI HH(OPMAIHH, H TIOBEINCHHIO
spdekTHBHOCTH 3TOM 3amuTLl

Pa3paboTka TIpOEKTOB IIPOrPaMMHEIX M AapaTHeX CPEACTE  3ALIUTHI
HH(OPMAIIMH B COOTBETCTBHH ¢ TEXHAUCCKUM 3a/IaHHEM

. OIleHKa TEXHUKO-YKOHOMHYIECKOTO ypoBHA 1 3¢ heKTUBHOCTH NpE/UIATaeMBIX 1

PazpaﬁaTmBaTb APXUTEKTYPY H HHTEPHEHCH! cpe;:[cm 3aIMThE un(l)opmaunn,
' mpoleAyphl BOCCTaHOBNCHUS paboTOCIOCOOHOCTH CPeACTB M CHCTEM 3allMTEE
- mocne cOoeB

HOH6HpaTB H o0o0mare HaydHo- TEXHUUYECKYIO nHTepaTypy, METOAUYECKIE
MATEpHAbl [I0 MPOrPAMMHBIM H AlMapaTHBIM CPEACTBAM H CIIOCOOAM 3alllHTEI
HHGOPMAIHY, B TOM YHCJIC HA AHITIHHCKOM A3bIKS

H606X0,ELHMBIe
| 3HAHHUA

ONCPalOHHEBIX  CHCTEMax, CHCTCMax YIpaBiICHHAA OazaMH JaHHLIX W
KON_II_HLIOTepHBIX CCTAX

Buagsl atak n MCXaHU3Mb] HX pCalld3alliH B KOMIIBIOTEPHBIX CUCTEMAX

MeToaer H CpeICcTBa  3alllUTEL HHCI]OpMElI.IHH B KOMIIBIOTCPHBIX CCTAX,

TIpUIIKIILl IOCTPOEHHA CHCTEM 3aIUTHI uH(opManyH KOMIBIOTEPHBIX CHCTEM,
B TOM YHC/1€ AHTHBHPYCHOTO TIPOrPAMMHOTO 00€CTICUEHHS

Merojs! aHanmm3a 6€30MACHOCTY KOMITBIOTEPHEIX CHCTEM

. MH(opMaLuH

Teope'rmco -JUCIOREIE METOALI H ANMOPHTMEIL, TIPHMEHACMEIC B cpe,ucmax ?aall.lHTbI

DopMaTbHBIE MOACIH YIIPABICHHS JIOCTYIIOM

TIpvHIKNLL H METOBI IPOCKTPOBAHAA HporpaMMHo-annapaTHoro obecneyeHns

[IpHHIMIEL © METOXBI YIPABICHHS TPOEKTaMH B 0GNAcTH MHGOPMAHOHHOH
Oe300acnocTy
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' Kpumrorpadmyeckue ANMOPHTMEL U 0COOEHHOCTH HX NIPOTPaMMHOI peanu3aniy
. HopmaruBzEIe npaBoBEIE akTEL B 0011aCTH 3aIMUTE] HHGOPMALIH

PyxoBoasime ¥ METOJUYSCKHE JAOKYMEHTHl YIONHOMOYEHHBIX q;e,uepaJIBHLDc
OpTaHOB MCHOJHATENLHOA BIACTH MO 3amUTe HHPOPMAIME M OOECHEIEHUIO |
Be30IacHOCTH KPATHIECKOH HHGOPMaMOHHOH HHPacTPyKTYpBL :

OpraHu3anyoHHbIE MEPHI 110 3aIINUTE HHpOpMaLK

HarpoHaibHBIe, MEXTOCYAAPCTBEHHEIE M MEX/IyHAPOAHBIE CTAHAPTH B obmacTH
3alMTEl HH$pOopMaIul :

Apyrue
| XapaKTEPHCTHKH

3.5.3. Tpyaosas ¢yHKUHR

PykoBoacTBo pazpaboTkoit 1 TecTHPOBAHHEM VpoBeHs .
HauMenoBake | CPE/ICTR 3aMATH WH(OPMaLWH Kon . E/03.8 | (mogyposensn) 8
KOMIILIOTEPHBIX CHCTEM U CETeH kpannpuKaLAN |
Hponcxouxmeﬂne Opurmman X 3aWMCTBOBAHO M3
TpyAcBOH dyHKIEHN | OpUTHHATIA
Kox PernctpaunoHHslit Homep
OpHTHHANA TipodecCHOHAILHOTO
CTaHmApTa

- TpymoBsie AeHcTBHA

Komrrpone 3a pa3paboTkoll CpeacTB 3alMThl HH(OPMALUMH B COOTBETCTBHE €
TEXHHYECKHM 33aHHEM

Opraumaliad paGoT [0 HCCIEZOBAHUIO NPOrpAMMHO-AMIAPATHAIX cpe,ucn;
3aUMTE HHGOPMALUU B KOMIIBIOTEPHBIX CHCTEMAX

PaspaboTka NporpaMMHO-ANNAPATHBIX CPEACTB AT HAGOpMAIHU B

KOMINBIOTCPHEIX CHCTCMAaX

OTIa/tica Co3/aBaeMBIX CPE/ICTB 3AINHTH! HHGOpMALHH S

OpraHmzanys arrecTally porpaMM H alropHIMOB Ha HPCAMET COOTBCTCTBKSI
TpeOOBaHMAM 3aIMUTEI HHGOPMALUMH =

Pazpaboria MareMaTHdecKHX MoAeIeH 0e301aCHOCTH KOMIIBKOTEPHBIX CHCTCM

BrimonseHHe KOHTPOJBHBIX MPOBEPOK PaboTOCIOCODHOCTH K s peKTuBHOCTH
CHCTEM M CPE/CTE 3allUTEH HHPOPMALHH :

. HeoOXOMMMBIE
yMEHHUS

Heoﬁxo,anmme
3HAHUA

: OHCpaHHOHHBIX

HpnmeHﬂTb METOJIBL H IPHEMbL OTNAIKH

_HpHMeHHTB METOZIEI H CPEJICTBA TECTHPOBAHUS

' Metogpl ¥ cpeAcTBa MONMydeHus, oOpaboOTKM H Iepeaavn HHGOPMALUA B
CHCTEMAX, CHCTeMax ynpaBineHus OazaMH JaHHBIX W
KOMIIBIOTEPHEIX CETAX

Metogrt u cpencra 3amuTEl  AHGOpMANVMH B KOMIBIOTEPHBIX  CETAX,
OTICPALIHOHHBIX CHCTEMAX M CHCTEMAX YIIPaB/ICHMA $a3aMu JaHHbIX

Metoasl aHaaHz3a 6e30nacnocm KOMITBIOTEPHEBIX CHCTEM

MerTomonorud M TEXHONOrHM paspabOTKH MPOrpaMMHOTO M ANNIapaTHOTo
obecrede s

HopMaTHBHBIE TTPABOBBIE AKTH B OGIACTH 3AIIATHI HH(bopmauHH
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PyKOBOI[HIIII‘Ie H METOAHYICCKHC ,H;OK}"MGHTBI YHOJ'IHOMO‘IBHHBIX li)CI.[GpﬁHBHBD(
OpraHos HCHOJIHHTGHI:HOH BIIacTH IO 3alllHTe HH(bOpMaHHH U olecleueHuIo

OpraﬂmauHOHHHe MEpHI TI0 JauuTe HH(pOpPMaLH
HaupoHanbHbIE, MEXTOCYIAPCTBEHHBIE H MEXKLYHAPOAHbIE CTAHAAPTE B 0071acTH
3alIATHl HHGOPMaIMH

3.5.4. TpynoBas dpyukmusa

P YKOBOOCTBO CONIPOBCKACHHUCM YpoBeHD
Hanmeroparne paspabOTKH CPeACTB 3amnTE uudopmanun | Koa |  E/04.8 (noaypoReHE) 8
KOMIBIOTEPHEIX CHCTEM H CeTel Keannuannt |
Tporcxoxesiue OpurvHan X | 3aMMCTBOBAHO M3 OPHTHHANA

TpyaoBOH HyHKUHI

Tpynosbie NEHACTBHS

Kon PerucTpaHOHHLIN HOMEp
OpHUrHHAIA npodecCHOHATBHOTO
CTAHOAPTA

KonTpons 3a paspaboTkoM TexHMYeCKHX 3alaHuii, InaHoB H rpadukos
_ OpOBEACHHsS PaboT 10 3aWHTe MHOOPMAIUY B COOTBETCTBHH C neﬁcmyromnm
' HOPMATHBHBEIMHE H METOAHMYECKHMHE IOKYMEHTaMH
PazpaGorka pekoMeHAaUMil ¥ DPELIOKEHHH 1O COBepLHeHCTBOBaHHIO H.
. TIOBHIIIEHHIO 3P (PEKTHBHOCTH 3AIIUTEI uHbopManyH
CocTapnenne H opOpMIIEHAE pasgeNoB HAYYHO-TEXHHIECKHX OTUETOB

3aKTFOUEHHE COTIAEHAH H JOTOBOPOB ¢ OPTaHH3ALKAME, TIPEI0CTARAIOIIHAMHA
YCIYTH B 00TaCTH 3aIHTEI HH(QOPMALKH

BBIIOEEHKE ATTECTALIMM TPOFPAMM H AITOPHTMOB Ha IIpeaMer COOTBETCTBHS
TpeGoBaHMAM 3AIMUTH HHGOPMALK

Opranm3alms KOHTPONBHBIX HPOBEPOK paboTocnocobHOCTH H (G QEKTHBHOCTH

AHQIH3 CYIIECTBYIOMIX METOJOB U CPEACTB, NPHMEHSEMBIX 15 KOHTPONA
. 3aIMATHI FHQOPMAIUK - - o
PazpaboTka mpeAnoXeHHEH 1O  COBCPIICHCTBOBAHHIO U " HOBBILICHUIO
3)EeKTHBHOCTH METO/IOB ¥ CPEACTB, IIPHMCHAEMBIX JULA KOHTPOIA H 3aIUUTHI
uHE(popManun .
[1oATOTOBKA MPOEKTOB HOPMATHBHBIX M METOIMYECKHX  MaTepHasoB,
peraMeHTHpYIOMHUX paboTy 10 3aluTe HHGOpMaluH

PaipaboTka OpraHu3auHOHHO-PACIOPSAHTENLHEIX JOKYMCHTOB [0  3almiTe

uadopManme
KouTpoms 3a paboTOii MO  ONEHKE TEXHHKO-DKOHOMHUECKOTO  YPOBHA

‘MeToauueckoe PYKOBOACTBO paboToli To OlEHKe TEXHHKO-5KOHOMHYECKOTO
YPOBHS pa3pabaTbIBaeMbIX MEp 10 3aLIMTE uHbOpMaLAH
Kontponb 3a cofmoneHneM YCTAHOBNEHHOTO TOPsZIKa BBINIOIHEHHAS pabor, a
TaKKe AeHCTEYIONIETO 3aKoHOAaTeNbCTBA Poccuiickol @egpauiy U pelIeHUN
BOTTPOCOB, KACAIOIIMXCA 3aIIHTEL HHGOpMALIAK

Oprauusanis [pOBEACHHS CIENMANbHBIX WCCACNOBAHHH M KOHTPONBHBIX
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iHeoﬁxonHbee - QopMHUpoBaTh MOICIH  YTPO3 W MOZENM HAPYIIHTens Oe30IacHOCTH
| yMEHHS * KOMIIBIOTEPHEIX CHCTEM

Pa3pa6aT1,13aTb YACTHBIC IIOJTHTHKH 6830HaCHOCTH KOMOBIOTEPHEIX CHCTEM, B TOM

TIpumensTh HAIMOHAILHKIE, MEXTOCYJIAPCTBEHHEE H Memyﬂapo,uﬂme =
CTAHAAPTHI B 00aCTH 3alATH WHGOPMAIIHU _
IIpuMeHsSTh JEHCTBYIOMYIO 3aKOHOHATENLHYIO Oaszy B obacTi 0BecIeueHHS |
3aMIUTE. HHGOpMaun

YpTare HOPMATHBHBIC U METOJMYECKHE MOKYMEHTHI II0 HHq)opmauHUHHOH
£e30macHOCTY Ha AHTIIMHCKOM H3LIKE

MeTon! ¥ CpeACTBa MOTy4YeHHs, 00paboOTKA K Tiepeaavl HHPOPMAUHH

' MeTofipl MpPOBENCHHS CHENHANBHLIX HCCIEAOBAHMA H MPOBEPOK, ~pabor 1o
3amyTe AHGOpMaLHK S
Meroasl W CpeAcTBa 3amdThl HHGOPMAMH B KOMIBIOTEPHBIX CETX,

A_BPI,E[BI aTaK i MEXAHM3IMBI HX DEATA3ALHH B KOMIBIOTEPHBIX CHCTCMAX
HpHHIIHlTbI NOCTPOCHHSA CHCTEM 3aIIHThI HH[I)OpMaI_IHH KOMIBIOTCPHEIX CHCTCM

PykoBoasinAe W METOAUYECKHE JOKYMCHTGHL YIIONHOMOYEHHHIX (peIepalbHBIX
OPraHOB VCTIONHHTENBHOH BIACTH MO 3amuTe MHGOpMAnuu #@ obecredenuio
$e30acCHOCTH KPHTHIECKOH HH(OPMAIAOHHOH NHpPACTPYKTYPEl

| HanoHATLHELR, MEXTOCYIAPCTBCHHBIE H MEXIYHAPOAHbIE CTAR/APTH B 0O1acTH
3ALHTHI KHGpOpPManry

Tinyrite et

XapaKTCPHCTHKH

1V. Ceegenus 06 oprana3aunax — pazpaforunkax npogeccHoHaNbHOI0 CTAHAAPTA

4.1. OTBEeTCTEREeHHA™ OPraHn3aAlHg-pa3padoTInK

AcCOolHaNKs 3auTH ME(pOpMAIFH, ropod Mockea |
ITpezument Hock Bragamup [Tasnosuy |

4.2. HanMeHOBAHHS OPraHA3aNHA-pa3paboTINKoB

AHO JITTO uentp nossimenus kpanuduxaunu «AUCx», ropon Mocksa

Accoluanus npeanpHATHIE KOMIIBIOTEPHBIX B HH(pOPMAIIMOHHBIX TEXHONOrUi, Topos Mocksa
®OI'BY «BHUU tpyma» Muntpyna Poccun, ropon Mockea

®YMO e cucteme Boictero obpasosanus mo YT CHIT «HadopMannonHat 6€30MaCHOCTEY, TOPOL
MockBa

5 | Axanemust ®CB Poccru, r. Mocksa

Pl b | —




1 O6mepoccriickuit kmaccHHKaTOpP 3AHATHN.

2 OBiuepoccHiickuil KTacCUUKATOP BUIOB YKOHOMHIECKOH JeSTENbHOCTH.

3 Eunbi# kBan KAIMOHHEI CPaBOYHAK JOTKHOCTSH PYKOBOAMTEREH, CTIOIHANHCTOR M CITY3KallMX.

4 Obmepoccrickuil KnaccHpukarop npodeccuis padounx, LODKHOCTEH CITyHAMX 1 TapuHbLX PA3PINIOB.

$ OfLepoCCHHCKRI KNacCH(UKATOP CIEIMANLHOCTENH N0 00pA3OBAHHIO.

6 3akon Poccuiickoit ®egepamun ot 21 moms 1993 r. Ne 5485-1 «O rocynapcteennoil Taiiney (Pocciickad rasera, 1993, 21
cenTabps; CoGpanve 3aKkoHoRaTenbcTBA Poccuiickoi enepannn, 1997, Ne 41, er. 4673; 2022, Ne 32, cT. 5809).

7 OBiuepoccHificKuii kKNaccHPUKATOP CIIEIMANLHOCTEH BhICIIEH HAYTHOM KBaTH(HKALIMMY.

¥ OfmepocCHACKHH Knaccu(UKaTOp CHICIMANBHOCTEH BEICIIEH HAyYHOH KBAMIDHKAUHH.




